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Be\UARD I asa 1. Mepwvl npedocmopooxcnocmu

MnmaBa 1. Mepbl NpefoCTOPOXHOCTU

MNepea ucnonb3oBaHMemM HEO6XOANMMO NOMHUTL HUXKecTeayloLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cny4ae HenpaBubHOrO UCMOMb30BaHMSA, MOXET Bbl3BaTb NoXap, YTO, B CBOO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4vaeB obs3aTenbHO N3yy4nTe MHCTPYKUUMIO.

BHUMAHUE!
Wcnonb3ayiiTe npyu aKcnslyatauuy TONbKO COBMECTMMblE YCTpPOWCTBa. Mcnonb3oBaHWe YCTPOMWCTB, He

O,El06peHHbIX npounssoaguTenem, HegonycTtnmo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WKW XpPaHEHUs Kamepbl B HeOGMnaronpusiTHbIX
YCIOBUSIX:

e [lpy CNMLWLKOM BbICOKMX UIK HU3KNX TeMNepaTypax (paboyvas TemnepaTypa YCTPOWUCTB OT
-45 no +50 °C).

e W3berante nonagaHns NPAMbIX COMHEYHbIX SlyYen B TeYeHUe ANUTENbHOro BpeMeHu, a
TaKkKe HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMU UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

e Heponyctm MOHTaX kamepbl Npu Temnepatype Huke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM KamMepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cnyvyae HeKOppeKTHOM paboTbl KaMepbl:
e [lpn obHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpeXXaeHMn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHUKA NUTAHMSA U OTCOEAMHUTE BCE OCTalbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MoXeTe HanTu Ha canTe http://www.beward.ru/.
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Be\UARD I asa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS UMK NoGon apyrou

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Clly4ae He BNOKMpynTe LMPKYNALUUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MNoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyMTE HEGOMNbLUOE KONMYECTBO YMCTSALLErO CPEACTBa, NOCMe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpUTENM, Takme Kak cnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTYT NoBpeaAnTb JTaKOKpaCO4YHOEe NOKPbITUE KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



B(-.‘\.UARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B2560RCVZ — 310 ynu4yHag, 3awuwieHHasa oT BO34eNCTBUS BHeLLHen cpeabl IP-
BMaeokamepa, paspaboTaHHas Ona  NpUMEHeHWss B cucTtemMax npodeccuoHarbHOro
BugeoHabnogenunsa. Bugeokamepa B2560RCVZ wucnonb3yet BbicokouyBCTBUTENMbHbIM KMOT-
CEHCOp C paspeLLeHneM 2 Meranukcensi u NporpeccuBHbIM CKaHMpoBaHMEM. Takmne TEXHONOMNN, Kak
pexuM «[eHb/Houby, annapaTHbIN 2-KpaTHbIV paclUMPEHHbIN AnHamMmmyecknin ananasoH (2xWDR),
cuctema  wymonogasneHus  (2D/3DNR), a Takke  BcTpoeHHad  WMK-nogcseTtka m
anekTpomexaHndecknn  UK-unbTp, BbIFOAHO OTNUYAOT  OaHHYKD Mofernb, MNO3BONAd ew
COOTBETCTBOBATb BLICOKMM TpeboBaHMAM, nNpeabsBNseMblM K COBPEMEHHbLIM CUCTEMaM
BUOeoHabnogeHus.

Puc. 2.1

IP-kamepa BEWARD B2560RCVZ no3sonsieT npocmaTpuBaTbh BUOEO B pearibHOM BPEMEHM
yepes cTaHgapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa nepegaBaTb BMAEONOTOK B dpopmaTax cxatma H.264, H.265 n MJPEG.
®opmaTtbl H.264 1 H.265 vgeanbHO NOAXOAAT B YCNOBUAX OrpaHUYEHHOW MOonockl NpornyckaHus.
Mpn nx ncnonb3oBaHUM OOCTUraeTCa HaMMeEHbLUMIA TpaduK U XopoLlee KavyecTBO M3obpaxeHus.
®opmat MJPEG npegHasHadeH Ona 3anucym M NpocMoTpa BUOEOM300OpaXeHns B Haumyulwem
KayecTBe, HO TpebyeT B6onbLUNX CETEBLIX PECYPCOB U MECTa Ha XXeCTKOM AMCcKe (4nd 3anucn).

Mognepxka kapT namsaty Tuna MicroSD nossonsieT caenatb cuctemy BuaeoHabnogeHns
ewle Gonee HageXHOW: BaxHas WMHopMauma He nponageT nNpwu notepe CoeauHeHWsi, B MNOMHOM
obbeme oHa MoxeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MOXHO Oyaet
BOCMNPOU3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK MU yAaneHHO nocre yCTpaHeHUs TEXHUYECKMX
Henonagok ceTu.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



Be\.UARD Tnasa 2. Obwue ceedenus

2.1. Oco6eHHocTHn IP-Bupeokamepbl BEWARD B2560RCVZ

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspewennn 1920x1080 nmkcenen

o UK-nogceeTka ¢ ganbHOCTbIO paboTbl 40 25 MeTpoB

o [loppepxka kapT namatn Tuna MicroSDHC/SDXC (oo 128 I'b)

e OpHOBpeMeHHOEe KoaMPOBaHUA ABYX NOTOKOB B (hopmaTax H.264, H.265 n MUPEG

o Pexum «deHb/Houb», anekTpomexaHndeckuin UK-counbTp

e AnnapaTtHbIi 2-KpaTHbIA pacluMpeHHbIn AMHaMmudeckuin ananasoH (2xWDR)

o Llndposas cucrema wymonogaenenus (3DNR, 2DNR)

e 3oHbl HabntoageHus (ROI)

o BcTpoeHHbin Beb-cepBep Ana HabnoaeHUs 1 HaCTPONKN

o [lopgpepxka npotokonia HTTPS c pexumamum pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e Bo3mMOXHOCTb NpOCMOTPa 3annMcaHHbIX ParnoB ¢ MOMOLLbIO BCTPOEHHOrO nreepa

e BcCTpoeHHbIN geTeKkTop ABMKEHUS

e Bbibop notoka (ocHOBHOWM/anbTepHaATUBHbLIN) Npu 3anucy Buaeo Ha FTP, NAS u kapty
namsiTu

e Bbibop paspelueHus kagpoe ans 3anucu Ha FTP, NAS, kapTty namsti u no E-mail

e 3awwuTa OT BHELLHEro BO34ENCTBMSA No cTaHaapTy IP66

¢ [lntaHue no kabento Ethernet (texHonorus PoE)

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepUCTUKU

e (CaeTo4vyBCTBUTENbHBIN arieMeHT: 2 Mn, KMOI 1/2.8" SONY Starvis ¢ nporpeccuBHbIiM
CKaHMpOBaHVEM

e Ob6BbeKTVB: MOTOPU30BaHHbBIN, POKYCHOE pacCTosHne 2.8 — 8 MM

e YysctBUTenoHocTb: 0.002 nk (aeHb) / 0.001 nk (Houb)

e CkopocTb 3aTtBopa: ot 1/25 ¢ go 1/40000 ¢

e PaspeweHne: 1920x1080, 1280x720 — ocHoBHOM NoToK; 960x540, 640x360, 480x268,
320x176 - anbTepHaTUBHbIA NOTOK

o OpHoBpeMeHHoe KogupoBaHue: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CKOpoCTb KagpoB: A0 25 kagpoB B CeKyHAY AMNsi BCEX pa3peLLeHnia

e BCTpPOEHHbLIN MHOTO30HHbIN OETEKTOP ABWKEHUSA C peryrnmpoBKON YyBCTBUTESNbHOCTU

e [lo 10 ogHOBpEMEHHbIX NOAKHYEHNI

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



B@\,UARD Inasa 2. Obwue ceedenus

e OTnpaBka kagpoB C BbIOOPOM paspelleHus Mo 3neKTPoHHoW nodte, Ha FTP-cepsep,

NAS-cepBep 1 KapTy MamsiTyu MO pacnucaHuio NEPUOAUYECKU U NPU BO3HUKHOBEHWUM
TPEBOXHOIO COBLITUS.

¢ OTnpaBka BMAEO C BbIGOpOM NoToka (OCHOBHOW/anbTepHaTuBHbIA) HA FTP/NAS n kapTty
namsTh N0 PacnMCaHuio 1 NPy BO3HWKHOBEHWNM TPEBOXHOIO COBLITUS.

e [lutanme: 12 B 0.5 A (DC), PoE (802.3 af Class 0)

o Pabouas Temnepartypa: oT -45 go +50 °C

o [lopoaepxnBaemsbie npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP, NAS
(CIFS, NFS), DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, DNS, UPnP,
Bonjour, PPPoE (PAP, CHAP), IGMP, ICMP

o [logoaepxka otpacnesoro ctaHgapta ONVIF Profile S

2.3. KomnnekT nocTtaBKu

e |P-BMgeokamepa ¢ ycTaHOBMEHHBIM OOBEKTMBOM
e KomnnekT kpenexa, KnioY-LWecTUrpaHHmK

e KpoHwTenH (B cbope)

e ConHuesawmTHbIN KO3bIPEK

o [epmeTnyHbI pasbem RJ-45 (IP66)

¢ YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD ocTaBnseTr 3a cobov npaBo Ha W3MEHEHWe KOMMMekTauum obopyaoBaHUS U ero Jbbix

XapakTepucTuk 6e3 npeaBapuTenibHOro0 yBeLOMIEHHUS.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ n



Be\«UARD I nasa 3. Pazmepul u ocHogHble 21eMeHmbl YCmpoucmea

FnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbl YCTPOMCTBa

3.1. Paamepsbl IP-kamepbl B2560RCVZ
222

Puc. 3.1

Pa3amepbl ykaszaHbl B MUnnuMeTpax.

3.2. OCHOBHbI€E 351eMeHTbI

OcHoBHble anemeHTbl IP-kamepsl BEWARD B2560RCVZ paccmoTpeHsl Huxe (Puc 3.2):

Puc. 3.2

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



Be\’vARD Ihaea 3. PCZS,Mepr U OCHOBHblE JJlIeMEeHNbl ycmpoﬁcm@a

O61bekTuB (1): MOTOPU3OBAHHbLIM OO BEKTUB C MOCTOSTHHOW M NOLLAroBON perynnpoBKoOn yrina

o630pa n hokycmpoBkom (onmcaHbl B « PykoBoacTBe No aKkcnnyaTtauun kamepbl B2560RCVZ»).

MK-noaceeTka (2): B TEMHOE BpeMsi CyTOK, MPM HEAOCTATOMHOW OCBELLEHHOCTM Kamepa
nepexoauT B pexum «Houb» (YepHo-6enoe nsobpaxeHne) n BrrtovaeTca K- nogceeTka, kotopas
no3BonsieT BeCcTM BuaeoHabnogeHve paxe B nonHon TtemHoTte. MK-noaceBeTtka sBnsetca
anbTepHaTUBOM CTaHOAPTHOMY OCBELLEHWNIO, HO MPU 3TOM OHa Maso 3amMeTHa OKpY>KaloLLMM.

Oatuuk cBeta (3): (poToanemeHT, NpedHasHayeHHbIN 09 aBTOMaTUYecKoro nepexopa
Kamepbl 3 pexuma «[deHb» B pexxum «Houb» n obpaTHo.

ConHue3alWmnTHbIN Ko3bipeK (4): npenaTcTByeT MonagaHuK COJSIHEYHbIX JyyYen Ha
00BEKTMB U KOpPMyC Kamepbl, UCKNoYasi, Takum obpas3oM, BO3MOXHOCTb MOSBEHUSI COMHEYHbIX
6n1KoB Ha n3obpaxeHuK, a Takke BO3MOXHOCTb YpE3MEPHOro HarpeBa Kamepbl COMHLEM.

KpoHwTenH (5): npegHasHadeH ons kpenneHus IP-kamepbl K NOBEPXHOCTK, a Takke And
HaCTPOMKKN NonoxeHns o63opa (cM. NyHKT 4.3).

Puc. 3.3
CeteBon pasbem (6): pasbem Ethernet gnsa nogknioyeHuss kKamepbl K cetn WHTepHer,
poyTepy unu kommyTtaTtopy npu nomowm craHgaptHoro 8P8C (RJ-45) wTtekepa. JaHHaa mogenb
Kamepbl UMeeT BO3MOXXHOCTb nofayn nutaHunsa Yyepes Ethernet-pasbem (TexHonorus PoE).
Pazbem nutaHma (7): npegHasHavyeH ANd nogayn nUTaHUMS MOCTOSIHHBIM - TOKOM

HanpsbkeHrem 12 B. MonsipHocTb nogxniovenus: O—CE—0@.

BHUMAHUE!
OpHoBpeMeHHasa nofgava nNUTaHns ¢ Ucrosb3oBaHneM TexHonorun PoE n pasbema nutaHua 3anpetyeHa!l

[MNpn nogade nuTaHna Yepes pasbeM, UCMOSb3YNTEe TOSNbKO MCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): JaHHas kHoMKa npegHasHaveHa gnsa cbpoca Bcex HaCTPOEK Kamepbl
B 3aBOACKMe ycTaHOBKW. [Ina cbpoca HacTpoek Heobxoanmo 3axkaTb KHOMKy copoca Ha 10 cekyHA.
Cnot kapTbl nNaMATU: npedHa3HayeH [ANA  YCTAHOBKM KapTbl namAtv  copmarta
MicroSDHC/SDXC (cm. n. 4.4). Vicnonb3dynTe kapTy namaTu Ans 3anucu BUMAEOAAaHHbIX, Kak B
pexvMe TPeBOrn, Tak U B pPeXUMe MNOCTOSHHOM 3anucu. Takke npeaycMoTpeHa BO3MOXHOCTb

pe3epBHO|7| 3anncu npun oTcyTCcTtBnn coeamnHeHnd ¢ CeTblo.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ m



Be\UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepoi

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHus o noaknoyveHnn B2560RCVZ k cetm

IP-kamepa B2560RCVZ MoXeT NogKno4aTbCs K NNoKarnbHOW ceTn nmbo cetn NHTepHeT npum
nomow nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATBCHA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro CceTeBoro 06OpyAOBaHUS
(mapwpyTtusatopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHbIM Cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENTEHHYIO JIMHUIO Ethernet.

AT )

A («
y MapmpyTtusarop
i

Puc. 4.1

OcHoBHbIE Warn n pekoMeHagaunn no yCtaHoBKe U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

[aHHOM pyKOBOACTBE.

4.2. PekomeHAaLMm rno yctaHoOBKe
B paHHOM pasgene npuBeOeH KpaTKUMMA CMNUMCOK PeKoMeHOauun, KoTopble Heobxogumo

yYnTbIBaTb NpU MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomeHpauumm no pasmeLieHno Kamepbl:

o |P-kamepa BEWARD B2560RCVZ npegHasHayeHa AN UCMOMb30BaHUSA B YCIOBUAX C
npegenbHon TemnepaTtypon akcnnyatauum ot -45 o +50°C.

o l3berante nonagaHus Ha Kamepy MNPsIMbIX COMHEYHbIX Nyven B TedeHne ANUTENbHOro
BPEMEHM, a TaKKe HaxOoXOeHus nobnm3ocTn OTOMUTENbHBLIX M OborpeBaTeribHbIX
npnbopos.

e HenpaBunbHaa paccTaHoBKa Kamep BuaeoHabnoaeHuss npuvBedET K MNOSBMAEHMIO
HexxenaTtenbHbIX «CnenbiX» 30H, KoTopble OyayT ocTaBaTbCs BHE MNONSA 3peHus
oneparopa.

e |3beranTte 6M30CTU C BOAOW UM UCTOYHUKAMU BIAXXHOCTH.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ ‘



Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepoi

e U3bBeraiite GNU30OCTM C YCTPOWCTBaMU-TeHepPaTopamMm MOLLHbIX 3NEKTPOMArHUTHbBIX

BOJTH.

e Yb6egutecb B BO3MOXHOCTM pasMeLleHUss yCTpoMCTBa C Yy4YeToM noaBofa
coeanHUTEnNbHbIX Kabenen.

o [3berante cnocoba KpenneHuss Kamepbl, OOMYCKaKLLEro 3HauyuTernbHy Bubpauuto.
[laHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AeTeKkTopa [ABWXEHUA U 4YEeTKOCTb
n3o6paxxeHnsi B LENOM.

o Kamephbl BMaeoHabnogeHms Heob6xoamMmo pasmMeLlathb Tak, YTobbl MCKMYUTL CllydanHoe
Unun cneunanbHoe NoBpexaeHne N nsMeHeHne HanpaeneHus o63opa kamepsbl.

e HanpaBneHne o63opa (30Ha BuMAeOHaONAEHUSA) Kamepbl LOMMKHO OblTb TBEPOO

onpegerneHo Ha MOMEHT YCTaHOBKW.

BHUMAHUE!
MoHTax kamepbl npu Temnepatype Huxke -10°C — HegonycTum! B npoTMBHOM crny4yae LenoCTHOCTb

n3onaumm kabens kamepbl MOXeT OblTb HapyLleHa.

PekomeHpauum no npoknagke kabensa Tuna «BuTas napa»:

e B «kopmgopax xenaTtenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CrnaboTouYHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM Mo pasHbiM CTEHAM.

e [lonyckaeTca B 0AHOM kabernb-kaHare npoknagbiBaTb BUMTOMAPHbIE U 3NEKTpUYeckme
kabenn B pasHbIX OTCEeKax WM CeKUMsX, MMEKLWMX ChsoLWHble MpPOAOSbHbIE
neperopogkun ¢ Npeaesiom orHecTonkoctTn He meHee 0,25 4 13 Hecropaemoro matepuana
TOmNbKO B paboymx 30Hax Ha paccTodaHUN He Bornee 15-Tn MeTpoB, ECINK 3reKkTpuyeckas
MOLLHOCTb ByaeT He 6onee 5 kKBA.

e Onektpuyeckune n cnaboTtoyHble kabenu gonyckaeTcsa NpoknagpiBaTe napannenbHo Ha
paccTosiHuM He meHee 50 MM Apyr OT gpyra B pasHbix kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasyoulerocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To He06X0OMMO YBENMYNTL PaCCTOSHNE
MeXOy OneKTpU4eckumMn u  crnaboTouHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenum OOMMKHbI NepecekaTbCA TOMbKO MO MPsiMbIM
yrnom.

e HeakpaHMpoBaHHblE BUTONAPHbIE KAabenu JOMKHbI NPOXOAUTb HAa PACCTOAHUM HE MEHee
125 MM OT rasopaspsigHbiX Nlamn QHEBHOroO cBeTa (NMIOMWHECLIEHTHbIX flamMn) u apyrux

BbICOKOBOJSIbTHbIX YCTPOWCTB, CoAepXKaLLNX pa3psaHUKM.
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° HeaKpaHMPOBaHHbIe BUTOMApHbIE kabenu AOOJDKHbI NMPOKSaablBaTbCA Ha paCCTOAHUN HE

MeHee 1.5 MeTpOB OT UCTOYHUKOB CUIbHbIX 3NIEKTPOMArHUTHbIX NoMeX, 0bpasyoLLmx
Hanps»KeHHOCTb SMNEKTPUYECKOro nons cebiwwe 3 B/m.

e PacnpegenurenbHble YCTPOMUCTBA C 3afeNaHHbIMN HEAKPAHMPOBAHHLIMU BUTONAPHbBIMU
kabensmn OMmKHbI pacnonaraTbCa Ha PpacCTOAHUM He MeHee 3-X MeTPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX Momex, obpasylowmx HanpsXXeHHOCTb JNEeKTPUYECKoro
nons cebiwe 3 B/m.

e [lpoknagka BUTOW Napbl Mexay ToYKamMu NOAKMHOYEHMS AOMKHa NPOM3BOANTLCS LienbiMy
Kyckamu, npu 9TOM HanpaBfieHne Tpacchl crnedyeT 3apaHee npogymatb Tak, YTobbl eé
NPOTAXEHHOCTb BOblfia Kak MOXHO MEHbLLE.

e MwuHumanbHbIi paguyc msrmba ansg kabens — dveTblpe AuameTtpa kabena (wnu 1
Anm=2,5 cM), HO CyLlecTBYIOT pekoMeHZauuu pasmelwlatb kabenb Takum obpasom,
4yTOGLI 06ecneunBaTb U3rnb pagunycom 2 gronma (5 caHTUMETpPOB).

e MakcumanbHas onvHa cermeHTa AormkHa ObiTb He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTasa napax» B MNBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM Clly4ae LUernnoCTHOCTb n3onAaunmn kabenst MoXxeT ObITb HapyLleHa.

4.3. MoHTax IP-kamepbl

O6wwmn Bna npouecca MoHTaxa |P-kamepbl NnpuBeaeH Ha PucyHke 4.2:

it

Puc. 4.2

[na moHTaxa IP-kamepbl BbINONHUTE crieylolmne 0enCTBUS:

LWar 1: pacnakynte IP-kamepy.

LWar 2: HameTbTe OTBEPCTMA Ha MOBEPXHOCTWU CTEHbI/NOTONKA Ana KpenneHnsa IP-kamepbl.
Mpoceepnute oTBEpCcTUA. BCcTaBbTe nnactukosbie A06enn B 0OTBEPCTUS.

War 3: 3akpenute IP-kamepy npuM NOMOLUM BUHTOB M3 KOMMSIEKTA MOCTaBKWU, MUCMOMb3ys

OTBEPCTUA B OCHOBAHUN KpOHUJTeVIHa Kamepbl.
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War 4: otperynupynte HanpaeneHne o63opa kamepbl OTHOCUTENBbHO KpoHwTenHa 1. Ons

3TOro ocnabbTe BUHTHI 2, 3 npn nomMmown LWecCTUurpaHHOro Kr4da Wn3 KOMMIIEKTa MNOCTaBKMU,

pas3BepHUTE Kamepy B Tpebyemoe nonoxeHne 1 BHOBb 3aMKCUPYMTE KPOHWTENH (Puc. 4.3).

Puc. 4.3

LWar 5: pasamecTuTe CoeaUHUTENbHYIO YacTb NPOBOAA B HEAOCTYMHOM ANd nonagaHus srnaru
MEecTe WM B MOHTaXHOW KOPOOKe CO CTerneHbk 3aluTbl OT BHELHen cpedbl He mMeHee P54
(cTeneHb 3awWmnTbl 3aBUCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 c pasmepamu
120x80x50 mm. Mecta BBOga kabenem [OMKHbI ObITb LOMNONMHUTENBHO 3arepMeTU3NPOBaHbI

repMeTuKamun C BbICOKOM CTENEeHbIo aare3unn k matepuany kabens (MBX) u MOHTaXXHOW KOPOGKW.

NMPUMEYAHMUE!

Mpwu ucnonb3oBaHWn Habopa canbHUKOB U YNIIOTHEHWUIA U3 KOMMIIEKTA NOCTaBKM CETEBOW pa3beM Kamepbl
He HyX[aeTcd B ,EI,OI'IOJ'IHI/ITeJ'IbHOIZ 3awuTte oT BHELLUHEN cpenbl, 0AHAKO pa3beM NUTaHnA 1 KHOMKY c6poca
HacTpoek HeobxoaMmo pasmellaTb B HEAOCTYMHOM AN nonajaHusi Bnarm Mecte UnM B MOHTaXXHOW
KopoOke.

BHUMAHUE!

MoHTaxHas kopobka HE BXOLOWT B KOMNNEKT NOCTaBkM Kamepbl U NpuobpeTaeTcsa OTAENbHO.

BHUMAHUE!
MoHTax kamepbl Npu TemnepaTtype Huxe -10°C — HegonycTum! B npoTnBHOM cny4yae, uenocTHOCTb

n3onauum kabensi Kamepbl MOXeT ObITb HapyLUeHa.

War 6: C  MNMOMOLLbIO Kabens «naTty-Kopa» nogkno4nTe IP-kamepy K

KomMMyTaTopy/MapLUpyTU3aTopy ¢ noaaepxkon texHonormm PoE (nnbo vyepes PoE-nHxekTop).
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Ecnu Bbl He ncnonb3yeTe nogadvy nutaHus no TexHonorum PoE, To, kpome nogkntoveHus IP-

KaMepbl kabenem «naTt4y-Kopa» K KOMMYTaATopy Ui mMapupyTtu3atopy, K pa3beMy MnntaHud IP-

KaMepbl HeO6XODMMO NOOKNK4YNTb ONOK NUTaHUSA NOCTOSIHHOIO TOKa HanpaxeHnem 12 B.

BHUMAHMUE!

MnTaHne kamepbl OAHOBPEMEHHO MO TexHonornn POE 1 yepes pazbem nutaHus — 3anpeLyeHo!

Bo wu3bexaHne nonomku OGOPYAOBaHWUSA, WCMOMb3yWTE TONMbKO  KOMMMEKTYHLWMeE,

pekoMmeHgoBaHHble BEWARD.

BHUMAHMUE!

Ecnn kopnyc kamepbl Oblnl BCKPbIT MpY YCINOBUSIX OKpY)Xatowler cpefpbl, OTAMYHbIX OT YCrOBWIA B
npoussoacteeHHoM Liexe OO0 «HIIN «beBapa» Ha Bpemsi 6onee 10MuHYT, TO B nNpoLiecce AanbHenLemn
3KcnnyaTaumm Bo3MOXHO obpa3oBaHMe KOHOeHcaTa Ha MOBEPXHOCTU CTekna nepeaHen Kpbilwku. YTobbl
npefoTBpaTUTb 06pasoBaHMe KOHAEHCATa, NPU KaXKOoM BCKPbITUM KaMepbl PEKOMEHAYETCS NPOU3BOAMUTb

3aMeHy nakeToB cunmnkarens Ha Hosble (cM. [NpunoxeHue B2).

4.4. YctaHoBKa / usBne4vyeHue KapTbl NaMATH
[ns 3anucm nHdopmauumn B pexxmmax TPeBOr U NOCTOSIHHOM 3anucy UCMNonb3yeTcs KapTa
namatn popmata MicroSDHC/SDXC. Kpome Toro, npeaycmMoTpeHa BO3MOXKHOCTb

aBTOMaTMUYeCcKom pe3epBH017| 3arnncun Ha KapTy naMATu B Criydae notepu coeamnHeHund € CeTblo.

BHUMAHUE!

Ecnn kopnyc kamepbl Obim BCKPbIT MPWU YCNOBUAX OKpYXarloLlen cpedbl, OTIMYHbIX OT YCIOBWUA B
nponseoacteeHHoM Liexe OO0 «HIIM «beBapa» Ha BpeMsi 6onee 10MUHYT, TO B NpoLiecce AanbHenLemn
aKcnnyaTauum BO3MOXHO 06pa3oBaHMe KoHAEeHcaTa Ha NOBEPXHOCTU CTEKNa NepeaHen KPbILLKK.

[ns npepoTBpalleHnsa obpas3oBaHus KOHAEHcATa Nepes 3akpbiTUEM KPbILLKM HE0OX04MMO pacnakoBaTb U
NMOMECTUTb BHYTPb KaMepbl NakeT BNaronornoTuTens n3 komnrekra noctaeku (Puc. 4.5).

Mpn kaxgoM nocregytolleM  BCKPbITUM  KaMepbl PEKOMEHOYeTCs MNPOU3BOAWUTbL 3aMeHy MakeToB

BNaronorrnoTutens Ha Hoeble. [oapobHee cm. NyHKT 4.5.

[ns ycTaHOBKN UnK U3BMEYEeHNst KapTbl NAMSATU BbINOMHUTE CrieaytoLwne warm:

LWar 1: oTkntouMTEe NUTaHNE Kamepbl, CHAMUTE COSHLE3aLLMTHBIN KO3bIPEK U OTKPYTUTE
nepegHIo KPbILLKY KOprnyca kamephbl, NTOBOpa4MBasi ee NpoTMB YaCOBOW CTPESIKN.

War 2: yctaHoBute (n3Bnekute) kapty namsatn MicroSD/SDXC B CnoTt, OTMEYEHHbIN
cTpenkon Ha PucyHke 4.4. Ins aTOro pasBepHUTE KapTy KOHTakTaMu K CNoTy U K MOBEPXHOCTH

nnaTtbl 1 BCTaBbTE B CJ10T A0 LUEeN4Ka.
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ﬂ,]‘lﬂ n3BneyvyeHna Kaptbl NaMATU HAXKMUTE Ha ee TopeL OO0 Lenyka — ﬂpy)KMHHbIVI MexXaHn3M

BbITOJIKHET KapTy U3 crnorta.

Kapra namatu

Puc. 4.4

War3: co6ep|/|Te N NOOKNKYUTE KaMepy, BbINONHUB war 1B O6paTHOM nopsagke.
4.5. npeAOTBpameHMe 3anoTrTeBaHUA CTeKna nepe,qul?l KPbILWKA

Ecnu kopnyc kamepbl Obin BCKPbIT MPW YCMOBUAX OKpyXalollewh cpedbl, OTAUYHbIX OT
ycrnoBui B npousBoactBeHHoMm uexe OO0 «HIMIM «beeapao» Ha Bpemsi 6ornee 10MuHYT, TO B
npouecce AanbHenwWen aKcnayatauum BO3MOXHO oObpasoBaHMe KOHAeHcaTa Ha MOBEPXHOCTU
cTekna nepegHen Kpblwkn. [Ons  npegoTeBpalleHvs obpas3oBaHWs  KOHOeHcaTa  Kamepsbl
KOMMMEKTYTCA BNaronornoTutenem.

lMocne 3aBepLueHNa AEUCTBUIN, ONUCaHHbIX B NyHKTE 4.4 n TpebyoLlwmx BCKpbITUA Kopnyca
Kamepbl, HeOGXOAMMO pacnakoBaTb M MOMECTUTb BHYTPb Kamepbl MakeT BMAAronornoTutens u3
komnnekTa noctasku (Puc. 4.5), n cpasy (B TedeHne 5-10 muHyT!) cobpaTtb KOpnyc kKamepsbl.
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3akpyunBaiiTe NepeaHIo KpbILLKY KOPMyca akKypaTHO, KOHTPOMMPYS NMOMOXEHUE NakeToB

BMnaronornoTuTens.

B cnyyae ecnn Bam Heo6xoouMMo BCKpbITb KOpPNyC Kamepbl MOBTOPHO (Hanpumep, Ans
3aMeHbl KapTbl NAMATM UNU NOACTPOMKN 0OBbEKTMBA), BNAronornoTUTenb peKOMeHayeTCsl 3aMEHUTb
HoBbIM, BecoM 2 rpamma, FOCT 3956-76.

BHUMAHUE!
Mepen wcnomnb3oBaHWeM BRaronornoTUTens ybeauTechb, YTO OH XPaHWUICA B FEPMETUYHO 3aKpbITOW

ynakoBke, B NMPOTUBHOM CJ1y4ae, ero ncrnosjib3oBaHme 3anpeLleHo.

B cnyyae ecnv npnobpeTteHne nnm npaBuIibHOE XpaHeHe BNaronorfioTuTenst HEBO3MOXHO,
O0NYyCTUMO UCMOMb30BaTh MOBTOPHO BNAronornoTuTeslb U3 KOMMNeKkTa noctaBky, NpeaBapuTensHO
NPOCYLLMB €ro B MPOTOYHOM ropa4eM BO3ayxe Unn B CyLLIMIbHOM WKady npu Temnepatype 150-180
°C B TeveHue 3-4 4 ansa yganeHnsa agcopbupoBaHHOM Bnaru.

NMPUMEYAHMUE!

Mpu onpedeneHHbIX BHELUHMX YCMNOBUSIX LOMyCKaeTca (OOHAKO HE PEeKOMEHAYyeTCsl) KpaTKOBPEMEHHOE
BCKpbITME Koprnyca kamepbl 6e3 3ameHbl Briaronornotutens. [Jonyctumoe CyMMapHOE BPEMS HaXOXAEHNS
Kamepbl CO CHATOW NepefHeln KpPbIWKOW cocTaBnsieT: npu Temnepatype Bbiwe 0°C — 10 MuH., npwu

Temnepatype Huwke 0°C — 30 MuH.

4.6. NMpoBoaHoOe noaknto4YeHUe Kamepbl K ceTu

Mcnonb3ys coeguHuTenbHbii kabenb ¢ pasbemom RJ-45, nogkniounte [P-kamepy K
nokansHon cetu (k LAN-uHTeppency mapLupytusatopa).

B cnyyae HeobxoanMMOCTW, COeaUHUTESNbHbBIM Kabernb MOXHO NpuoBpecTn OTAENbHO Mnw,
npy HanM4YnM HeobXoAMMbIX MaTepUarnos, MHCTPYMEHTOB U OMbiTa, U3rOTOBUTb CAMOCTOSATENbHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C oAHOM CTOPOHLI C Apyrou CTOpOHbI
1: beno-opaHxeBbii 1: beno-opaHxeBbii
1 8 2: OpaHxeBbliii 1 8 2: OpaHxeBblii
it 3: beno-3enéHbin it 3: beno-3eneHbln
CHUAE 4: CUHUI CHMIY. 4: CuHWi
5: beno-cuHuin 5: beno-cuHuin
CMEPEAM: % 6: 3enéHbin CMEPEAM: E% 6: 3enéHbin
L 7: beno-kopn4yHeBbIN T8 7: beno-kopn4yHeBbIN
8: KopunyHesbin 8: Kopun4Hesbin

[na narotoBneHus «npsmoro» kabena Heobxoammebl: kabenb UTP (BuTas napa kateropum

5e unu BbIWwe), ABa pasbema RJ-45 n ycTponcTeo Ansg obxmma pasbemoB (Kpumnep).
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Mpyn Takom nopsigke noaknodeHuss nap (ykasaHHoM B Tabnuvue) obGecneuyvBaroTcs

rapaHTUpOBaHHbIE NPOM3BOAUTENIEM BENWYMHA M pacnpegeneHne 3agepXek pacrnpocTpaHeHus
cuUrHana, a crnegoBaTeribHO, 1 3asiBNIeHHast CKOPOCTb nepeaaydn aaHHbix 100 MéuT/c.

B cnyyae ucnonb3oBaHua obopypoBaHust ¢ nogaepkkon texHonormm PoE pgocratouHo
NoakMiuNTb Kamepy C Mnomoulbko kabensa Tuna «BuTass napa». [lpyn 3ToM uMcnonb3oBaTb
OOMNOJSTHUTESbHbBIN UCTOUHUK MUTAHUS HE HYXXHO.

Ecnn Bbl He ncnonb3yete obopynoBaHus ¢ nogaepkkon texHonorun PoE, nogkntounte IP-

Kamepy K MCTOYHUKY nuTaHus 12 B, pekomeHgoBaHHoMmy BEWARD.
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MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ins Toro uytobbl IP-kamepa B2560RCVZ pabotana B Bawen nokanbHONW CETU COBMECTHO C

apyrmm O60pyﬂ,OBaHVIeM, Heob6X0ANMO BbIMOMHUTL €€ NOAKMNIYEHNE B COOTBETCTBUN C TEKyLLnMun

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTDOIZKVI.

NMPUMEYAHUE!

OnuncaHne yCTaHOBKM U HACTPOMKN COeAMHEHMUS BbINONHEHO Ha npumepe Windows 7 MakcumarnbHasi.

HasBaHnsi HEKOTOPbIX NYHKTOB MEHI0 M (PYHKLMI MOryT oTnudatbca oT Bawen Bepcun Windows, ogHako

anropuTM NpuBeaeHHbIX OEWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNbHOW CeTU

B cnyyae nogkntodeHus no kabento Ethernet Heobxoanmo onpegenuTb TeKyLMe HAaCTPONKK

NPOBOAHON CeTH.

,D,J'IFI onpeneneHna TeKywnx HacTpoek HpOBOﬂ,HOVI nokanbHOM CceTu I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEP, NOOKINIOYEHHbIV K 9TON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype

| X2 Microsoft Office Excel 2007

LH
_‘,J BnokHoT

E DVR Server

W BRSController
m BEWARD IP Visor
Q BEWARD Player

T8 Cpacnn
@
.,eo Cny#cBbl KOMNOHEHTOB

»  Bcenporpammel

BEWARD

JlokymenTel

Wzobpaxennn

Myzbika

Wrpei

Komnsrotep

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI
Mporpamusi No ymonuaHnto

Cnpaska u NoAlepxia

£ |rgmg

Puc. 5.1

B OTKpbIBLUEMCA OMNarioroBOM OKHeE Bbl6€pl/ITe NYHKT [npOCMOTp COCTOSAAHUA CeTu n 3a,qat|]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



BE\VARD Inasa 5. Hacmpotika nposooHo2o coedunenus

-4 | Pvecanarensynpasrenin o)

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema v Be30nNacHoCTL YueTHble 3anncK nonb3oBaTenei n
MpoBepka COCTOAHNA KOMMBIOTEDE ceMeH...

ApXMENPOBAHME A3HHBIX KOMMBIOTEPA @' JoBaBneHne 1 yAANEHNE YHETHBIX 3annceii
Mowck u wcnpaenedne npobnem none3oBaTencei

@I YcTaHoBKa POSWTENBCKOrND KOHTPONA 4NA BOEX

Cetn n MHTenHeT nonbsoBaTenei

[lpocoTp COCTORHNA CETH 1 3a,qa
BuiGop napameTpoe gomMaluHedd rpynnel u obwero Odopmnerue 1 nepcoHannsauma
AOCTYNa K AaHHbIM WMameneHne Tembl

) WMzmenenne gona pabouero crona
Hacrpoiika paspewerna sxkpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachkl, A3bIK M PETMOH

Fall I CmMeHa packnagkn KNaBnatypbl W 4pyrix
I'IporpaMMhl L i® cnocoBoe BECAR

¥aaneHne nporpammel WMzmenenne asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Ay Windows nap pol
OnTmMnsauma nsoBbpakeHnA Ha 3KpaHe

Puc. 5.2

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakntovyeHne no nokanbHon cetu] (Puc.
5.3).

"&3 <« CeTo u MIHTEpHET b LLEHTD ynpasneHna ceTAMN 1 0BLIMM 40CTYNOM - | | IMouck & naHeau ynpasneHus pel

MaHens ynpaeneHna - n = P -
TS Gy POCMOTP OCHOBHbIX CBEAEHMIA O CETW W HACTPOFiKa NOAKNHOUEHMIA

&&l ﬁh 0 MpecMoTp NoAHCi KapTel
P ——— L ———
VameHeHne napameTpos : ot

R e BEWARD Heckoneko ceteit Wrteprer
zmennTs gononHuTEnbHEIE (70T KomnbtoTER)

napameTpel oBLIEro JocTyna MpocMoTp aKTUBHEIX ceTeil MoAKAKYEHWE MAK OTKFOUEHHE

Cemn 4 Tun gocyna: WHTepHeT
OBLecTeeHHaR CETE Moagknroderna;

MamMeHEHNE CETEBBIX NAPAMETDOE

W HacTpoiika HOBOrO NOAKAMHERNA WK CETH

Hactpoiika GecnpoeoHoro, LUMPOKONOACCHOTD, MOAEMHOIO, npamore unn VPN-nogknoueHns
WA E HACTPONKA MAPLUPYTUSATOPE MAKM TOHKN A0CTYNa,

‘5. MogknrounTecA K CETH

MoAKNHOUEHME AW NOBTOPHOE NOAKS K Becnp:
CETEEOMY COEAMHEHKIO NNk nogrntoyenne k VPN,

BriBop gomaluHeii rpynnel w napamerpos obLero Joctyna

CM. TaKcKe Aectyn k daiinam n NpUHTEPaM, PECNCAOHKEHHEIM H3 APYTHX CETEBBIX KOMMNBFOTEPEX, WM

T o MIMEHEHKE NapaMeTpos obLLero JocTyna.

Jomalunan rpynna YcTpanenne Henonagok

CeoiicTea oBo3pesatena ANarHocTka U MCNPABNEHNE CETEBLEX NPOB. CEBEAEHNI 0B NCNpaBneHnn,

Puc. 5.3

NMPUMEYAHMUE!

I'Ip|/| HaNM4YMM HECKOSbKNUX NOAKMOYEHNIA Bbl6epVITe TO, KKOTOPOMY NiaHNUpyeTCd NOOKINMK4YNTb IP-Kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT

IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Pwuc. 5.4

B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeobGXxoaMmo BbiGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

U Mogknouskue no AokansHoi ceTk - ceoiicTea ﬂ

Cem | Opcryn

NMom<niouetne yepes:

¥ Realtek RTL8139/810x Family Fast Ethemet ceTesai an:

OTMEHEHHD\E KOMMOHEHTBI NCNONESYOTCA 3TMM NOAKNIOYEHNEM
Bl Kaspersky Anti-Vius NDIS 6 Fitter -

gﬂnaHMpanuK naxkeTos QoS

gCnyxﬁa ADCTYNE K Sainam 1 npuHTepam cetei Micr—
-2 [looTor PP

o MHrepHeTs sepcii 6 (TC &)
- B NpoTokon MHTepHeTa sepcin 4 (TCP/1Pvd) .
]

v| i llpaleep B/B ToNONora KaHaNEHOro YPOBHA

m

i OteeTunk 0BHEPYXEHMA TONONONM KaHANEHO YPoE ~
] I | [

YeTaHoBu ... Yaanum | CsoitcTea I

Onucanue

Mpotoren TCP/IP - cranaapTHeii npoTokon rnoSansHes:
ceTeil, 06ECNEYMBaInILNA CEASE MEXY PASIMYHLIMA
B3aMMOAEACTEYIOWAMA CETAMA

Puc. 5.5

OTKpoeTcs OKHO, B KOTOpPOM oOTobpakaeTcss MHGOpPMaums O HaCTPOMKax CEeTEBOro
noakntodeHnsi. BoamoxHbl ABa BapvaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:

1. NMNonyuutb IP-apgpec aBToMatnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aans

onpefeneHns napameTpos JTIoKanbHoON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneaytowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE T ———

Puc. 5.6

2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenem BpPy4YHYHO
(Puc. 5.7):

e —
Csoitcrea: Mpotokan Wutepuera sepaan 4 (TCP/IPv4) N Iéu

Ofwme

MapamMeTpel IP MOryT HA3HEHETHCA A5TOMATUHECKN, SCM CETh
NOAAEPHWEAET 3TY BOSMOMHOCTE, B NPOTHBHOM Cy4aE NapameTpsl
IP MOBHO NOAYHWTE ¥ CETEEOMD 8AMUHMCTPETOPE.

() Mony-mTe IP-aapec aBTOMATHHECKM

WenonezoBaTs cnegytowmit IP-agpec: I

IP-anpec: 192.163. 0 .
Macka noaceTu: 255 .355 .255 .

OcHOBHOI WAKE: 192.168. 0 .

Monyunte anpec DNS-cepeepa aBTOMATHYSCKK

(@ Wnonb30BaTe CNeAYIOWKME aApeca DNS-cepBepos:I
MpeanounTaensii DNS-cepeep: 192.168. 0 . 1

AnbTepHaTuBHbI DNS-cepsep:

[T NoaTeepanTs napameTpel npu seixoge

Puc. 5.7

3anvwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTpoWku kKamepbl Oyaet
HEBO3MOXHO BEPHYTb UX B NepBOHa4aribHoe COCTOSIHNE 1151 BOCCTaHOBIEHUS MOAKMIOYEHNSA K NTOKabHON

cetn n/wnu cetn IHTepHer.
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5.1.1. OnpepeneHue napaMmeTpoB ceTU Npu AMHamu4yeckom IP-agpece

NMPUMEYAHUE!

[aHHbIN MNYHKT PyKOBOﬂCTBa npeaHasHa4veH Ana onpeneneHna napameTpoB nokanbHOM ceTtun npu

HasHauyeHun IP-agpeca Bawewmy MK asromatnyecku (DHCP-cepepom).

D,J'IFI onpeneneHna Tekywmnx Hactpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXMmunTe

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

9 Internet Explorer
Q=

| X = Micrasoft Office Excel 2007
-

.ﬂ Bnoknot
@ DVR Server

BRSController
BEWARD IP Visor
BEWARD Player

H ’j, ChnyxBel
Chny:xBel KOMNOHEHTOE

»  Bce nporpamms

[ Hatimu npozpasms: u gatins:

B &

BEWARD

doxymenTsl

VzoBpaxenna

Myzbika

Wrpsi

Komnstorep

Manens ynpasnenns
YerpoiicTea w npuHTepBl
Mporpasmsi No yMon4aHnto
Cnpaska W NOAAEPKKS

3asepLueHme paboThl I'-,'!

B oTkpbIBLLEMCS AMANOroBoM OkHe Bblibepute NyHKT [[pocmoTp cocTosiHuA ceTu 1 3apav]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.9).

7 » Mawens ynpaenenma »

HacTpoiika napameTpos KoMneoTepa

% Crcrema u GesonacHocTs

‘ lNpoeepka COCTOAHMA KOMNBIOTERE

APXMEWpOBAHWE AHHBIK KOMABIOTEPE
Mowck 1 ucnpaenenne npoBiaem

ﬁh Iﬂ;u(Mqu CocTosHma ceT 1 30824 )
-,

Buibop napameTpos AomaluHel rpynnel u obuero
ACCTYNA K A3HHBIM

OBopyaoBaHWE W 3BYK
MpocMoTp YCTPOIACTE U NPUHTEPOE
JoBaenenne ycrpoiicTea

Mporpammbl

¥aanenne nporpamnsl

Puc. 5.9

——C

Mpocmorp: Kareropma =

YueTHble 3anMcy NoaL30BaTeNer 1

CeMENH...

'@,ﬂof)asnaﬂmem YARNEHWE YUETHBIX 3ANMCER
nonesosatenei

18 VeTaHosKa poAMTENBCKOTD KOHTPONR ANA BCEx
nonssosatensi

OdopmneHme v NnepcoHanusaumna
Wzmenerie Temsl

W=menenne dona paboyero ctona
Hactpofika paspelueHna 3kpana

Yacol, A3bIK 1 PernoH

CmMeHa packnagkn KNaBnaTyphbl Wamn APy
cnocobos BBCAA

Wzmenenne asbika nHTepdeiica

CI'\E}LLMB)'II:HI:\E! BO3MOXHOCTH
Pexomengyemble Windows napamerpel
OnTuMKzaUNA MEoBPEKEHNA Ha 3KpaHE
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B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

iy

BEWARD
(3ToT KoMNbrOTER)

WrTeprer

Wzmerenne napameTpos

apanTepa Heckoneko ceteit

3MEHWTE AONCAHUTENEHEIE

napameTpel oBLers AocTyna MpocMoTp aKTMBHBEX CETER

Cetn 4
OBuwecTBeHHaRA CETh

Twn gocryna:
MogknioueHna:

Mzmenenne ceTeBbX NapameTpoE

ﬁi HacTpoiika HOBOMO NOAKNMMEHHUA MK CETH

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

MpocroTp noanoi KapTel

MogkntoueHne WK CTEOYEHHE

HTEpHET

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHUE!

‘s-

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogenoyerns
WA e HACTpoliKa MapLUpyTUSaTopa WNK TOUKKM A0CTyNa.

MoAKNHYUTECA K CETH

HOAKJ'IKIHEHME WAn NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

Buibop AcmaluHe rpyninel v napameTpos ebLere qoctyna
JocTyn k daiinam u NpuHTEPaM, pacnonoKeHHBIM H3 APy CETEBbIX KOMMBHOTEPAX, WK

W3IMEHEHNE NapameTpoe ofllero gocTyna.

¥eTpanenue Henonagok

JMarHocTUKa U MCnpaBneHne ceTesbix Npob. cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

Mpy HaNMMYMU HECKONBKMX CETEBbIX MOAKMIOYEHWI BbIGEPUTE TO, K KOTOPOMY MaHMPYETCS NOAKMTHYUTD

IP-kamepy.

B oTkpbiBLIEMCH OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

@ Cocroanue - MNogknoueHne No AOKaNBHOR CeT

i

il

AKTUBHOCTE

Ofuwme

MoaknioueHue

IPv4-NoaKMOHEHNE: WHTepHeT

IPvE-NoAKNKOYEHKE: Bes aocTyna K MHTepHeTY
MoaknioyeHo
04:47:33

100.0 MéauT c

CocToaHWe cpeakl:
AnuTensHoCTE:
CropocTs:

|
OTnpasneHo —— %g = TpuHATO

79 188 140 |

805 509 770

[ @Cﬁoﬁcraa ] [@Cﬁmmw‘rn] [ AwarHocTrka ]

Pwuc. 5.11

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2560RCVZ
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B okHe «CBegeHus 0 ceTeBOM MOAKMIOYEHUN» MpeAcTaBneHa crneayollas uHgopmaums

(Puc. 5.12):

CBeAcHUA O CETEBOM NOAKMOHEHMA

==

[lononHuTEnEHEIe CEEASHWA 0 CETM

Ceoircteo
OnpeneneqHent ans no..
Onucanve

Pusuyeckuil agpec

3raueHne

Realtek RTLB16EC(F)/B111C(F) Family F
00-24-1D-57-45-20

HCP exniouen
ec IPvd
Macka noncem IPvd
Aperga nonydera
ApeHpa ucTexaeT

DHCP-cepeep IPv4
DMScepeep |Pvd
WINScepsep [Py

Wnioz no ymanyanio IF ...

Mokaneren [PvE-aapec..
linios no ymonuaro [P
DMScepeep |Pvb

Oa

192.162.0.14

255.255.255.0

11 smgaps 20111 10:27:11
11 pespana 2011 r. 10:27:11
192.168.0.1

152.168.0.1

192.168.0.1

Cnyxfa NetBIOS uepes... Oa

fe80::3126:0820:8112:163%11

< i

Puc. 5.12

Ecnn B atom okHe Bbl yBugenu ctpokm — «DHCP Bknwo4eH-Oa», «Agpec IPv4-

XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3Ha4eHue |P-agpeca),— 3HauuT |IP-agpec Bawemy MK

Ha3Ha4yeH aBToMaTuyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec

ceTeBoro w3a — B cTpoke [LWnto3 no ymonuanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-

cepBep IPv4]. 3anuwwute, nubo 3anomHUTE AaHHble napameTpbl (IP-agpec, Macka noacetw,

CeteBon wnto3, DNS-cepsep).
BHUMAHUE!

ceTu n/vunu cetn VIHTepHer.

BHUMAHUE!

Baluemy cuctemMHoMy agMUHUCTPATOPY.

Ecnn Bbl He 3anucanu ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nNoclne HaCTPOVIKM Kamepbl 6yp,eT

HEBO3MOXHO BEPHYTb UX B NepBOHa4YaribHOe COCTOoAHME AOd BOCCTAHOBJTIEHUA NOAKIMTOYEHNA K noKanbHOn

Ecnn B okHe «CBegeHusi o ceTeBOM nopgkntoveHuu» Bol yBugenu ctpokn —«DHCP Bknto4veH- Oav,
«IPv4-apgpec aBTOHaCTPOMKMU-XXX.XXX.XXX.XXX»(FOe XXX.XXX.XXX.XXX — 3Ha4yeHue |[P-agpeca),— 3Hauut
Bam He yganock nogkniountbes kK nposogHon cetn (DHCP-cepBep He npucsoun IP-agpec Bawemy [MK).

I'IpOBepre NnpaBuUIIbHOCTb NMOAKITKYEHUA K I'IpOBO,CI,HOI7I cetn. B cny4vae HeobxoQMMOoCTH, O6paTI/ITer K
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5.2. UameHeHMe napameTpoOB flIoKarnbHOW ceTu AN NPOBOAHOro NOAKMYeHUs

K IP-kamepe

Mo ymonuanmio IP-kamepa B2560RCVZ wumeetr IP-agpec 192.168.0.99. YTt06bI
MOAKIIOYMTBCA K Kamepe AMs NepBOHaYanbHOW HAcTpoVkn Heobxoaumo, 4Tobbl Baw komnbroTep
Haxoauncs B TOM e NogceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrnX YCTPOWMCTB B CETU HE AOMKHbI CoBMNaaaTb Mexay cobon.

BHUMAHMUE!
IP-kamepa BEWARD B2560RCVZ no ymonuyaxuto umeet IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyeTte

NOAKITOYUTL HEeCKoNbKo IP-kamep, To Ansa ucknoveHns koHgnmkta IP-agpecoB noakntovanTe kamepbl No

OAHOM 1 n3meHsanTe nx IP-agpeca Ha ntobble cBob6oOAHbIE B Baller nokanbHOM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4to Baw [1K, nogknioyeHHbIM K npoBogHom cetu, u IP-kamepa, dwusmnyecku
MOAKIIOYEHHas K TOM Xe ceTu, NMbo Hanpsamyto k Bawemy MK, Haxogatcs B ogHoM noaceTtu, Bel moxeTe

cpasy nepenTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[nsa n3MeHeHns TekyLMX HacTpoeK KOMMbIoTepa B NOKanbHOM NPOBOAHON CETU HaXMUTe
Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype BEWARD
| X5 Microsoft Office Excel 2007 ey

MzobpasceHmna

_.a‘ Bnoknot
Mysbika
@ DVR Server
Wrpei
m BR5Controller

Komnetotep
Q BEWARD IP Visor

MNaHens ynpasneHna
m EEWARD Player

YerpoiicTea n npuHTEPSI

_:'SL Crnybo
Mporpammel No ymon4aHno

9
o@, Cny#Bbl KOMNOHEHTOE
Crpaska n nogaep:ka

» Bce nporpammae

> - - T
| Hadmu npozparmib u ghaliabi | | 3asepLUeHne paboTel || P |
. | Z3BEPLLEHNE PaboThl |

EO Y A
Puc. 5.13

B oTKkpbIBLLEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaay]
B pa3gene [CeTb u UHTepHeT] (Puc. 5.14).
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HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

@OCMOTP COCTOAHWA CETH K SEAQ

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

O6opyaosaHe 1 38yK
MpocroTp ycTpofcTe  NpUHTERCE
JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

Puc. 5.14

-4 | Tovcsnarensympaarenis )

1L
HI

Mpocmotp:  Kareropua >

YueTHble 3anWcK Nonb30BaTeneid u

CEMEWH...
'@' JloBaBneHne n yIaNEHNE YUETHBLEX 33MWCER
Nob30BaTENEN

'@' YcTaHoBKa POAMTENECKOTD KOHTPONA ANA BCEX
noL30BaTENE

OQopmaeHne W NepcoHannsaLma
Mzmerenme Teme

W3merenne dona paboyero ctona
HacTpoiika paspeluenna axpana

Yachl, A3bIK M pervoH

CMEHa packnagkn KNasnaTypsl WM Apyrix
cnocoBos sEoda

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pekomengyenbie Windows napamerper
ONTMMUZALNA M306PaKEHNA HA 3KpaHE

B oTkpbiBLIEMCA OKHE HaxmuTe «llogknovyeHne no nokansHom cetn» (Puc. 5.15).

Manens ynpaenequa -
ACMALUHARA CTpaHuya

zmenenne napametpos m&
apznTepa BEWARD
MzmernTe goncaHuTenBHBIE (3707 KOMnsrOTER)

napamerpel oblero goctyna MpocMoTp aKTHEHER: ceTel

Cems 4
OBLIECTEEHHER CETH

Wzmenenmne ceTeBex napameTpoe

Heckonsko ceTeit

P

5 o+ sy rpssnees e n ooy 14 [ e roversrpasrens 5]

[MpocmMoTp OCHOBHBIX CBEAEHWA O CETM M HACTPOMKa NOAKNHOYEHWA

0 Mpecmotp noaroil kapTe!

Wrreprer
MoAKNHYEHNE NN OTEHOYEHNE

Tun goctyna: IHTERHET
MNoaknoueHus:

Cra. TakoKe
Bpanamaysp Windows
[JomaluHan rpynna

CeoiicTea oBospesarena

NMPUMEYAHMUE!

MpY HaNMMYMU HECKONbKMX CETEBbIX MOAKMIOYEHUIA BbIGEPUTE TO, K KOTOPOMY MIAaHUPYETCS MOOKITHOYNUTE

IP-kamepy.

?. Hacrpoiika HOBOro NOJKAFOUEHUA MK CETH

Hacrpoiika BecnposogHoro, WuMpokenoaocHero, Mogdemiere, npamoro wan VPN-nogkntovenna
WK 3KE HACTPOIHKE MApPLUPYTUIATOPE AW TOUKN AOCTYNa.

s. MoagknrouuTeca K ceTH

Mogknroyenne nan NOBTOPHOE NOAKNIOHEHNE K GECNPOBOAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WK NOAKN k VPN.

ﬂ BriBop gomaluneil rpynnel u napamerpoe obuwjero goctyna

Joctyn k daiinam n NpUHTEPaM, pacNoNoHKEHHEIM H3 APYTHX CETEBLIX KOMNBHOTEPAX, NN
W3MEHEHWE NapameTpoe obLuers AocTyna.

YeTpaHeHne Henonagok

JwarHocTika W NCNpasneHne ceTeBbx NPoBAEM WAK NOAYYEHNE CBEAEHMA 08 ncnpasneHum,

Puc. 5.15
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

Il Cacroanue - Mogx n;m" ¥ cetn u
Ofwme

MoaknodeHie

IPv4-noakmoYeHre: WHTepHeT

IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY

CocTosHWE cpeabl: MoaknoYeHo
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBwmTfc

AKTWBHOCTE
OTnpaeneHo — Li ——  [MpuHATO

e
79 185 140 I 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmunTb] [ﬂMal’HOCI’MKB ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOr0 MOAKMYEHUST HEeobxoaMmo Bbl6paTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHornky [CBowncTBa] (Puc. 5.17).

@ MoaknoyeHMe NO ACKANLHOM CETH - CECHCTEA g

Cem | Ooctyn

MNopxnioueHne uepes:

l_-? Realtele RTLE139/810x Family Fast Ethemet cetesoit an:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

B Kaspersky Anti-Virus NDIS 6 Filter -
Q Mnannposwwk NakeTos QoS

[w] QCnyxﬁa OOCTYNE K painam 1 I'IDHHTEDEM ceTtei Micrg—,
M .2 [poToxo b P

-. i npOTOK.OJ'I HHTepHem BEpCHA -HTCF‘ 'IF‘v-iI .

v -2 Tlpaitsep &/8 ToNonora KaHansHOro YPOBHA

& OTBET4MK 0GHEPYXEHWA TONDNOMAW KEHENEHOTD YPOE ~

3] &l

Onvcanme

Mpotokon TCP/IP - cTanmap et npoTokon rnofansHemx
CeTed, 0GECTEYMBAIOILNA CEASE MEXIY PaSNHHBIMK
E5aMMOISACTEYIOLLMMA CETAMM.

0K ] [ Ommena

Puc. 5.17

B nosiBuBiemMcsi OkHe HeobxoaMmo yCTaHOBWUTb 3HayeHusa IP-agpeca v mackvu nopcetw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n sBeeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).
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Ceoitcrea: Mpotokon Mnrepreta sepoan 4 (TCP,I’IP\A}_‘ &Ig

Obme

MapameTpel IP MOryT HAsHEHATHCRA AETOMATUHECKH, ECMW CETh
MOAASPKHEAET 3TY BOSMOMHOCTE, B NPOTHEHOM Cliyuae napaMeTpel
TP MOXHO MONYYUTE ¥ CETEEOr0 aAMMHWCTPATOPE.

() NonyuiTs IP-aapec a5TOMATHYECKA

@ WcnonbsoeaTe cnenyiowdi IP-agpec:
IP-appec: 192.188. 0 . 20

Macka noaceTi: 255,255,255 . 0

OCHOBHOMA WMo3:

MonyuuTs anpec DNS-CepEepa aBTOMATUHECKH
@ WcnonbsoBaTh cneayiowme aapeca DNS-cepeepos:
MpeanouuTaembi DNS-cepsep:

AnN=TEPHETUEHEIR DNS-cepeep:

[T NoaTeepanTE NapaMeTpe npu Beixoae
[omes |

Puc. 5.18

[na npyMeHeHnsa nameHeHun HacTpoek Haxkmute KHomnky [OK] Bo BCex OTKPbITbIX OKHaX.

5.3. NonyyeHue pocrtyna Kk IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer
[nsa pocTtyna k kamepe ¢ nomoLubio 6paysepa Internet Explorer 3anyctute ero n B agpecHomn
cTpoke BBeauTe 3anpoc: http://[<IP>:<port>/, — raoe <IP>— |IP-agpec kamepsbl, a <port>— 3HayeHue

HTTP-nopTta. MNMocne atoro HaxmvuTe [[MepenTtn] nuéo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2560RCVZ no ymonyaHuto umeet IP-agpec 192.168.0.99, HTTP-nopTt 80.

NMPUMEYAHUE!

Ecnun gna HTTP-nopta mcnonb3yetca 3HadeHue 80, Torga nns Joctyna K kamepe yepe3 Gpaysep

[ocTtaTovHo BBeCTM B agpecHon ctpoke «http://<IP>/», roe <IP>- IP-agpec kamepbl.

EE—)
a@ 2 hitp://192168.0.99/ P+ 3 % || @ nycran crparmsa x 0 e fed

-

Puc. 5.19
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl
Mocne 3arpysku cTpaHuubl BebG-mHTEpdenca kamepbl npu nomowin 6paysepa Internet
Explorer Bbl yBuantTe okHO aBTopusaumn. Beegute nmsa nonb3osatensa n naposib. [1o ymonyaHumio

ncnonb3yeTcd nms nonb3osatens — admin, naponks no ymonyaxdmio — admin (Puc. 5.20).

Besonacrocts Windows X
iexplore.exe
Cepeep 192.168.1.33 zanpawneaeT MMA NONL20EATENA W N3PONE.

3TOT cepeep Takke cooBwaer: "B2560RCVZ H.264 IP Camera -
1AT0577B3364".

admin

D 3aNOMHWTL YUETHEIE AAHHEIE

OK OTmeHa

Puc. 5.20

NMPUMEYAHUE!

ns koppekTHoi paboTbl BED-nHTepdeiica IP-kamepbl Heobxoamma Bepcusi Gpaysepa Internet Explorer

He Huxke 9.0.

[na npocmoTtpa nsobpaxeHus ¢ IP-kamepbl yepes 6paysep Internet Explorer ncnonb3sytorcs
komnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBE M 3arpyxaet
X HeNocpeacTBEHHO C Kamepbl And NocreaylLlen ycTaHoBkM. B HuxHeNn yactm okHa Gpaysepa

NosiBUTCA BCMMblBaloLLee onoBelleHne cucteMbl 6esonacHoctu (Puc. 5.21).

BE@\WARD | nsoverw [ o[ Baren |
r—— T — [P

Asti, mpeanpusatyo 3t sef-caltcns. B uen a

Puc. 5.21

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



Be\&UARD Inasa 5. Hacmpotuika nposooHozo coedunenus

HaxmuTe Ha KHonky [YcTaHOBUTBL] AN yCTaHOBKN KOMNOHEHTOB ActiveX.
BHUMAHUE!

YctaHoBka KoMnoHeHToB ActiveX, HeobxoamMMbix Ang nNpocMoTpa u3obpaxeHusi ¢ Kamepbl, BO3MOXHA

TOnbKO Ha 32-6utHyto Bepcuto bpaysepa Internet Explorer.

Mpun yctaHoeke ActiveX gns OC Windows 7 unu Vista cuctema 6e3onacHoctn 6paysepa
Internet Explorer 6yget aBTomaTuyeckm OnokmpoBaTb yctaHoBKy ActiveX. [ns npogormkeHus

YCTaHOBKWN HaXXMUTe KHOMKy [YcTaHOBUTL] B OKHe noaTBepXaeHus ycTaHoBku (Puc. 5.22).

” - —
Internet Explorer - MNpeaynpexgedne cucTemsl ﬁes-onam;c:dl u

YCTaHOBAT B 3TO NporpaMmuce obecneyenne?

@ WMmMa: ActiveX Control (2013.11.04)
MzpaTens: BEWARD Co., Ltd

E] LononHuTENEHD YCTaHoOBMTE ] [He YCTEH3ENMBATb ]

|--'“\ dains! M3 MHTEpHETa MOTYT BbITh NONE3HEI, HO STOT THN Gafina MoXET
\

NoBpeanTE KOMNEKOTED. CNeayeT YCTEHABNMBATE NPOrPaMMEl, NOMYYEHHbIE
TONBKO OT AOBEPEHHONC M3AATENA, DEKToDEI DUCKE

Puc. 5.22

lMocne atoro nosiBUTCA OKHO, WHpopmupytowee Bac o Heob6xooumMocTu 3akpbiTvs Beb-

Gpaysepa ansa ycrtaHosku. 3akpovte Internet Explorer n HaxxmuTe kHonky [OK] (Puc. 5.23).

rWaming ﬁ

IE windows must be close before install ocx, OK?

Puc. 5.23

3aTem, OTKpOEeTCH OKHO yCTaHOBKM KoMnoHeHToB ActiveX. HaxxmuTe kHonky [Install] (Puc.
5.24).

-
oo LT e
@’ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ



Be\«UARD Inasa 5. Hacmpotika nposoono2o coeduneHnus

Mocne ycnewHon yctaHoBku Bbl yBugnte coobueHve «Register OCX success(C:\)» B

HWXHEN cTpoke okHa. HaxxmuTe kHonky [Close] ans Bbixoaa u3 okHa yctaHoBku (Puc. 5.25).

@ Install OCX ‘ =5
@ Install l Uninstall l l Close l

| Register OCX success(C\NetVideoX)

Puc. 5.25

NMPUMEYAHMUE!
B onepaumoHHon cucteme, otnnyHon ot Windows 7, unu B 6paysepe, otnndHom ot Internet Explorer 9.0,
Ha3BaHWS MEHI0 WM CUCTEMHblE COODLLEHUS MOryT OTNMYaTbCs OT Ha3BaHUW MEHI0 U CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux 6paysepax.

NMPUMEYAHUE!

Mpu yctaHoske ActiveX gna OC Windows 7 nnu Vista npy BKNiOYEHHOM KOHTPOIE yYeTHbIX 3anucen byaet
AONOMNHUTENBHO MNPOM3BOAMTLCSA OMOKMPOBKA YCTaHOBKW, O 4Yem mnonb3oBaTento OydeT BblgaHo
AOnonHMUTenbHOe onoselleHve. [ng paspelleHns yCTaHOBKM HeOBX0auMO YyTBEPAMTENbHO OTBETUTH B

noABuBLLEMCA OKHE.

B agpecHon ctpoke ©paysepa BBeante IP-agpec kamepbl n HaxmuTte [Enter]. OTkpoeTca
OKHO aBTopu3auuun. Beeaunte mmsa nonb3oBartens u naposnb. Mo ymonyaHuoo Mcnonb3yeTca ums

none3oearerns — admin, napone nNo ymonyaxuio — admin (Puc. 5.26).

BHUMAHUE!

Mocne aBTopu3auuv Bbl MoXeTe M3MeHWUTb MMsS Mofb3oBaTens W naponb B MeHio Hacmpolika —
CucmemHble — lMonb3oeamesnu. Ecnvi naponb Uu UMsi NoNb3oBaTens yTepsiHbl, To IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBkaM. [ns cbpoca HacTpoek HeoBGXoAMMO 3axaTb KHOMKy cbpoca Ha 10

cekyHA,.

besonachocts Windows X
iexplore.exe
Cepeep 192.168.1.33 2anpaluvEaeT WMA NONBOEATENA W NAPONb.

3T0T cepeep Tawke coobuaet: "B2560RCVZ H.264 |P Camera -
1AT0577B3364"

admin

D 3anoMHWTL YYeTHLIE AaHHEIE

0K Otmena

Puc. 5.26
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MNocne yCI'IeIJJHOI‘/’I aBTopuzauunmn Bbl nony4yuTte OOoCTyn K aneMeHTamM ynpasrieHnA Kamepbl 1

n3obpaxeHuio ¢ Hee (Puc. 5.27).

| e e X [T
BE\VARD

Chnmox T4 3anuce =D unamnc § Mapodion

P _WE Lkl

Npocmotp

NMPUMEYAHUE!
B cnyyae Bo3HMKHOBeHMS npobrnem npu yctaHoBke ActiveX nnbo HEBO3MOXHOCTU UCMONb30BaHUA

Internet Explorer, obpaTutech k pykoBOACTBY MO akcnnyaTauun, Mnaea 4.

5.5. UameHeHMe HacTpoek nogknto4veHus IP-kamepbl Yepe3 Be6-MHTepcenc
Mocne noakntoyeHus k IP-kamepe HEOOXOAMMO U3MEHUTbL €e HACTPOWKM Takum obpasom,

YTOObI OHA HaxoamMnach B OHOW MOACETM C OCTalbHbIM O60pyD,OBaHVIeM.

BHUMAHMUE!

[ns coBMecTHOM paboTbl HECKOMBbKMX YCTPONCTB B OAHOW NOACETUM HEOBXO0AMMO, YTODbI Y HUX coBnNaganu
nepBble Tpu Yactu IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTw.

Hanpwuwmep, IP-agpec Bawero MK: 192.168.50.40. IP-agpec pa3geneH Toukamu Ha 4eTbipe okTeTa. B
OaHHoM npumepe: 1 okteT — 192, 2 okTteT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heob6xooMMO N3MEHUTb
IP-agpec kamepbl Tak, YTOObI UX NEPBbLIE TPU OKTETA CoBMaganu, To ectb IP-agpec kamepbl JOMKEH UMETb
Bua: 192.168.50.XX. YeTBepTbit okTeT |IP-agpeca kaxgoro ycTpolcTBa 00s3aTenbHO OOJKEH ObiTb

CBOUM.
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ﬂ,J'IFI M3MEHEHUNA CETEBbLIX HACTPOEK B Be6-|/|HTepcbe|7|ce HaXMuUTE B INMaBHOM MEHIO0 KaMepbl

kHonky [HacTtpouku] n nepenagute B meHto Cemb — LAN (Puc. 5.28).

Bugeo

CeTh Mcnonescaams IPvE [

i
% OcHOoBHLIE Bepowa IF | IPV4 W

MomyuuTs SEToMaTRUECEN ]

|P-aapec
» WatchDog IP ampec | a7 jes. 1 . 33 |

Macea noacetw 355. 255. 254. 0
FPPoE

OcHoewaii wmes | 10 168 o 251 |

UPnP

Bonjour MonyunTE SETOMETHEECKN

E-mail MpeanowTaesmsi DNS 197 . 168. 0 . 351

AanEpHarruBHuﬁDNS| 0. 0. 0.0 |

MAC-zapec | 1a-70-57-78-33-64 |

MpoEspra ceTh

CoxpaHnTh

> Yeepoumnexuwe

3anuck

Tpeeora

CuCTeMHBIE

Puc. 5.28

B TekctoBbix nonsax [IP-agpec], [Macka nopgcetn], [OcHoBHOWM W3],
[Mpeanountaembin DNS], [AnbTepHatnBHbIin DNS] HyXHO BBECTM Takme 3HaYeHUd, 4TOObI
Kamepa nonana B 0gHy NoAceTb C ocTanbHbiM 0bopyaoBaHnem (Puc. 5.30). ns atoro obpatntech
K paHee 3anucaHHbIM, TEKYLLMM HacTporKam NPOBOLAHON NOKaNbHOM ceTu (CM. NyHKTbl 5.1 unn 5.1.1)

n, B COOTBETCTBUMN C HUMWN, YCTAHOBUTE BbllL€yKa3aHHbl€ NapaMeTpbl.

NMPUMEYAHUE!
B Ccny4vae Heo6XOD,I/IMOCTVI, anda HaCTpOl7IKI/I CeTeBbIX MapamMmeTpoB yCTp0I7ICTB O6paTVITer K Bamemy
ceTeBoOMy aMUHUCTPATOPY.
[na npMMeHeHns N3MeHeHUI CeTeBbIX HACTPOEK Kamepbl HaXMUTe KHOMKY [CoxpaHuTb],
rnocne 4ero NosiBUTCA yBeAOMIEHNE O nepesarpy3ke yCTPoOnCTaa.
lMocne nepesarpysku, IP-kamepa 6yaet gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HacTpoKKa NPOBOAHOIO NOAKMOYEHUS |IP-kamepbl 3aBepLUeHa.

5.6. Bo3BpaTt HacTpoek nogkntoyeHus MK B nepBoHavyanbHble 3Ha4YeHUs
YT106bI BEPHYTb 3HAa4YeHuA NpoBOOHOIo0 CeTeBOro NOAKNKYEHNA K YCTAaHOBIIEHHbIM paHee
3Ha4YeHUaM, BbINOMNHUTE CrieayroLme OENCTBUS.

Haxwmute llyck — lMaHenb ynpaeneHus (Puc. 5.29).
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@ i i

@ Siype

&) swoe
|H DVR Server

Y s v
Y oo

(i ot

> Bce nporpmm

=
23 Microsoft Office Excel 2007

[ S—

p Toveplienme paboro |+

Puc. 5.29

B oTkpbIBLLEMCS OMAnNOroBoM OKHe BbiGepuTe NyHKT [[IpocMOTp COCTOAHMA ceTu 1 3aaadv]

B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

Hacrpoiika napamMeTpos KoMnbtoTepa

Cwcrema v He30nacHOCTb
MpoBepka COCTOAHNA KOMMNBIOTERE

ApXMENPOBIHME SAHHELX KOMMNBHITEPE
Mewck u ncnpasneqne npoGnem

NHTepHeT
1 OCKMOTE COCTOAHWA CETW W 33434 I

&

-

B

ACCTYNE K A3HHBIM

O6opyaoBaHue ¥ 3BYK
MpocmoTp ycTpeicTs u NpUHTEROE
[loGasnenue ycrpoiicTea

Mporpammel

YaaneHue nporpammel

[E3 » Mauens ynpaenenna »

BriGop napameTpos gomaluHed rpynnel v ebwere

o | =0 s
lMouck & naHeau ynpasneHus e

MpocmoTp: Kateropua ~

YueTHble 3aNvcK NoAbL30BaTeNenl U

CEMENRH...

@,ﬂ,oﬁaaﬂewe M YARNEHNE YUETHBIX 3aNKUcei
nonssceaTenei

'@' ¥CTaHOBKE POAMTENECKOND KOHTPOMA 408 BCEX
nons3oBaTensi

OdopmMaeHWe W NepcoHannsaLma
VaMmEHEHME TEMBI

WMsmenenmne drona pabouero crona
HacTpoiika pazpelueHma 3kpana

Yacol, ALK KM PETUOH

CMEHA pacKnagkn KNaenaTypel Wan Apyrux
cnocoBos BECA

Mzmenenme asbika uHTepdeiica

CneuwnansHele BO3MOXKHOCTM
Pekomengyemeie Windows napamerpel
OnTuruzalma nsoSpakeHna Ha 3KpaHe

Puc. 5.30

B oTkpbiBLIEMCA OKHE HaxmuTe [MMoakntoveHune no nokanbHom cetun] (Puc. 5.317).
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@@v‘ X < Cerh u WHTepHeT » LleHTp ynpasneHis CeTaMM 1 OBLIMM AOCTYMIOM
Mamens ynpasnenns - n . . o
e el POCMOTP OCHOBHBIX CBEAEHMIA O CETV M HACTPOIKA NOAK/KOUEH N
A MpocoTp nomoit kapTel
Vizmemenne napameTpos < 3
anamepa BEWARD Hecronsro cereit Virmeprer
ViamennTs (sroT
MapalEpel 06LLErs A0CTYRa MpockoTp akTHERs cereit TloAKAIUEHIE WA OTKARONEHME
Cerw 4 Ton goctyna: Vnreprer
Obuecteenman cems Moaniouenis
Viamenerine ceTesuix nzpamerpos
digi Hacrpoiica Hosoro nogKoueHIs WK cetn
=
Hactpoiika GCnpoEoAHOFD, LLMPOKOMENOCHOTO, MOAEMHOTE, MpANDro wni VPN-nogkarouenis
Wi e HACTPOHKa MaPLUPYTUZTOPa WAM TOUKM ACETYNa
W Moavnionimsen & cem
n wnw nosTopros x
ceresomy coegumenuro un noaknouenve Kk VPN
@ o150 AcwaLINEi YNl nzpaETRo: oGuero pocTyna
Cu. Taroxe JocTyn K aiinam W NPUHTEDEW, PACTONOKEHHLIN Ha ADYTV CETESbIX KOMNBHOTEREX, WAH
yameHEHIE napameTpos o6LIEro AocTyna.
Bpanamay3p Windows paneTpos oBuiero AocTy
Aomiawraa rpynna [ Yerpanenne enonagox
CeoiicTsa obospesarens IWMrHOCTHKS W WCTPAEEHE CETEBLIX MPOB/IEN WM MIONYHEHWE CEEAEHNI 06 NENpaanerin,

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc.5.32).

@ CocroaHue - ToagKAOYEHUE NO AOKAABHOH ceTh M

Ofiwme

I"

IPv4-noaknkoqeHne: WHTepHeT
IPvE-NoAKNKHEHNE: bes nocTyna K MHTEpHETY
CocTosHHe cpeas!: MoaknoyeHo
JAnuTensHocTe! 04:47:33
CropacTb: 100.0 MéwuT fc

AKTMBHOCTH

|
OTtnpasneHo —— &! = [pHHATO

BaiiT: 79 188 140 I 805509 770

| [ 1%l Ceoiictsa @Onwown] [ AnarHocTHka ]

Puc. 5.32

B OTKpbIBLWWEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,£|,I/IMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHornky [CBoncTBa] (Puc. 5.33).

[l e T e o]

Cem | fpcryn

MorKriouesus vepes:

@ Realtek RTL8133/810kx Family Fast Ethemet ceTesoit ane

o) KOMMOHEHTE! TCA 3TUM

43} (aspersky Anti-Vinus NDIS 6 Fiter ~
42 Mnaruposwmi nakeTos QoS
=) Cryxa ocTyna k aiinam i npuHTEpaM caTeit Micre
2 [lpc oL g b)
[ Nporowon Wrireprieta ceponn 4 (TCPAPvA) [
- IIpaABEp B/B TOMONOra KEHANGHOMO YDOBHA
i OTBeT4MK 0GHEPYKEHNA TONONOMMM KAHANLHOMO YPOE ~
(] i | xl

YeTaHosuTs. ¥panam Ceoiictea

Onucatme
MpoTokon TCP/IP - cTeHapTHeiA npoToKen robansHsn
ceTeil, 0BEcneuMBaIILMA CBASH MEXY PASNHUHEIMH
B3AMMOSEACTEYIOWHMA CETAMM.

Puc. 5.33
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OTKpOGTCFl MEeHK, B KOTOPOM Heob6xoanmMo YCTaHOBUTb 3HA4Y€HUA HadallbHbIX HaCTPOEK,

3anMcaHHbIX Bamu paHee (cM. nyHkTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTOomMaTu4yecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb agpec DNS-cepBepa

aBTomMartu4ecku], nocne vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.34).

Ceoiicrea: Mpotokon MutepHeta sepcun 4 (TCP/TPv4) &Ig

OBWHe | AnbTepHaTHEHER KOHBT YPaLAs ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, ECAM CETh
MOAAEPHUBSET STY BO3MOMHOCTL, B NPOTMBHOM ciyYae NapaMeTpel
IP MOXHO MOAYYWTE Y CETEEOr0 SAMMHUCTPATOPA.

I-@- Monywite IP-aapec aBTOMATHYECKK I
(0) Mnons30BaTs CRenyrowmMi [P-agpec:

IP-aapec:
Macka noareTH:

QCHOBHOA WAH3:

| @ Mony-mTb anpec DNS-CEPEEDa SBTOMATHHEKH I

(7) Minonb30BaTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouHTaemsi DhS-cepeep:

ANbTEPHATHEHEIN DN3-CepEep:

HUHTBEDHHTD NapaMeTpbl NpK Bbixode ﬂOI'IN'IHMTEJ'IbHO

Puc. 5.34

Ecnu nsHavanbHo IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Toraa BblbepuTe MyHKT
[Mcnonb3oBaTtb cneayowmmn IP-agpec] n 3anonHute Heobxoanmble nons (CM. NyHKT 5.1 gaHHOrO

PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX oKOH (Puc. 5.35).

Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @Ig

Ofwme

MapameTpel IP MOTYT HAHEHETLCA AETOMATUHECKM, BCIM CETh
NOAAEPHKMBAET 3TY BOSMOMKHOCTE, B NPOTUBHOM Cy4ae napameTphi
IP MOMKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() MonyuuTe IP-apec aBTOMETUHECKH

@ Wnonb30BaTh CeaywMi IP-aapec: I

IP-appec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony4uTb anapec DNS-CEpBEpa aBTOMATHHECKH

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
Mpeano4nTaemsi DNS-cepsep: 192.188. 0 . 1

AnsTepHaTHBHEIR DNS-cepeep:

[T NoaTeepAMTS NapaMeTPbl MpH Bbixone

Puc. 5.35
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5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknw4vyeHusa IP-kamepbl K

NoKanbHOM ceTn
[nsi KOHTpONsi NpPaBWIbHOCTM CETEBbIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXXHO
NoaKIYNTLCH K kKamepe Yeped 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. Ons atoro Haxmute llyck — Bce lMpozpaMmbi v
BblGepuTte cTpoky [Internet Explorer].
Beegute B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.36).

af\-if/ﬂ@ hitp://192.168.0.99/ P ~ 3 X || @ riycren crparinua ) g ied

-

Puc. 5.36

Mpy NpaBuUnbHLIX HAaCTPOWMKax OTKPOETCS OKHO aBTopu3aumun. [ns aBTopusauuv BBeaute

UMs1 Nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.37).

BHUMAHUE!

Vimsa nonb3oBaTtens no ymonyanuto: admin. MNaponb no ymonyaHuto: admin.

BesonacHocts Windows *
iexplore.exe
Cepeep 192.168.1.33 2anpalivEaeT MMA NONL20EATENA W N3APONE.

3TOT cepeep Takcke coobuwaet: "B2560RCVZ H.264 IP Camera -
1AT0577B3364",

admin ‘

D 38MNOMHWTE YUETHLIE A3HHLIE

QK OTtMmeHa

Puc. 5.37

Mpy NpaBMNbHO BBLINOSTHEHHbLIX AENCTBUAX Bbl cMoxeTe 3antm B BeG-uHTEpdhenc yepes

Opaysep 1 yBuaetb nsobpaxeHue c Bawen IP-kamepsl (Puc. 5.39).
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BEWARD o
] 8 cumoc B 3anuc =) usamnc § Moo [IR

Puc. 5.38

NMPUMEYAHUE!

=T

B cnyvyae Heyga4HOro CoefMHEHUsI C KamepoKn, NMpoBepbTe NPaBMIbHOCTbL MOAKMIOYEHUA K NPOBOOHOW

CeTu, BEpPHUTECH B HAYaso AaHHOW rMaBbl U MOBTOPUTE HACTPONKY. B cnyyae HeobxoammocTun obpatuTecs

K Bamemy CUCTEMHOMY aAMUHUCTPATopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONMbKO U3 NOKarbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMNbIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopyanoBaHuna B ceTn MIHTepHeT, Yalle Bcero, MCnosb3yeTcs MapLupyTmu3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca criegyroLlne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun |IP-agpec nnu PPPoE-
coeaunHeHue. MNpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ncnonbdyetca ons
NOgKITHOYEHUS TONbKO 0gHOM IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW ctaTtudeckun |P-agpec, KOTopbIn
Mcnonb3yeTcsa Ans NoaKoYeHns K cetn MHTepHET NoKanbHON ceTu, K KOTOPOK, B CBOKO
oyepedb, MNMaHMpyeTca NOOKMOYNTL OO4HY WM Heckonbko IP-kamep. [lpu Takom
NOOKITIOYEHUN NCNOSNb3yeTcsl MapLlpyTmusatop. [Npn 3ToOM YMCno NogKItoYaeMbIX KaMmep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBa NepeHa3HavYaeMbiX MapLLpPyTU3aTOPOM NOPTOB.

3. lNpoBangep He BbliAensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcAd
npoBangepomM AMHAMUYECKN, TO €CTb Tak, YTO MPU KaXXJoM HOBOM MOAKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4Tobbl
obecneuntb BO3MOXHOCTb MNOLKIOYEHUS OAHOW WM HECKOMbKUX Kamep K CceTu
MHTepHeT, BHE 3aBMCUMOCTK OT TOro, kakon IP-agpec BblaeneH npoBanaepom B AaHHbIN
MOMEHT, HeobxoouMmoO  3adencTBoBaTb  MHTEpPHeT-cryxbbl,  paboTawowme ¢
OVNHaAMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHu3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.

6.2. NopgkntovyeHune nNpu ctatuieckom BHewHeMm IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctatu4veckoro IP-agpeca

Ona nopgkntoveHus |IP-kamepbl k cetn MHTepHET HeobXoouMO W3MEHUTb €e CceTeBble
napameTpbl B COOTBETCTBUM C LaHHbIMW, NOMYyYEeHHbIMW OT NpoBargepa. Kak npasuno, nposanaep
npegocTaenseT crnegylolwmne ceteBble HacTponku: IP-agpec (B AaHHOM cryvae, cTaTUYecKui),
Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

Ona nonydeHns goctyna Kk IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy |IP-agpecy

HeobXoANMO BbIMOMNHUTL cnepywowme waru:
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War 1: nogkniounte IP-kamepy Hanpsimyio kK Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBOLI,CTBa) B COOTBETCTBUN C HaCTpOVIKaMM, npenoctasiieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 6.7).

NokanbHeie Hactpoika LAN

Eugeo

CeTh Wcnonesosare IPvE [

=)
#* OcHoBHER el ~
Monyuuts sEToMaTMuEckn b
P
> WatchDog IP anp! 192. 168. 1 . 33
s s [pon 0 220 ]
> PPPoE
T
e 192 . 168. 0 . 251
* Bonjour MonyunTs SETOMSTHYECKA
> Emai Mpeanoarrsewsit ONS [ 197 162 o . 231 ]
> FTP AneTepHaTHEHER DNS 0. 0. 0. 0
> NAS MAGC-anpec 1A-70-57-7B-33-64

> DDNS
Mpoeeprs ceTw

> FFTP

> RTEP CoxpaHnTL

> HTTPS

> Yespomnexne

Januch

Tpeeora

CHCTEMHBIE

Puc. 6.1

War 3: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

Ecnu Bce napamMeTpbl YKa3daHbl BEPHO, KaMepa A0JPKHa ObITb OOCTynHa B CeTun VlHTepHeT.

B npvBeaeHHOM Npumepe npoBanaep NpeaocTaBun creayoLlime AaHHbIEe:

IP-apgpec: 173.194.122.202

Macka noacetun: 255.255.255.252
OcHoBHOWM Wnt3: 173.194.122.211
Mpegnountaembinn DNS: 173.194.122.1
AnbTepHatuBHbI DNS: 173.194.122.2

B obwem cny4vae, anga obpawieHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHoOn CTpoke

Opaysepa BBoanTCA cnegytownin sanpoc: http://<IP>:<Port>, roe <IP>— IP-agpec kamepbl, <Port>—

3HayeHne HTTP-nopta. Tak kak B daHHOM npumepe ucnonb3dyetcsa 3HadveHue HTTP-nopTa,

3agaHHoe no ymonyaHuto («80»), To, 4Tobbl 0bpaTuTbCca K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoaumo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpu nogknoyeHnn k kamepe uvepes HTTP-nopt, 3agaHHbIA MO yMONyaHWiO (3HadeHue paBHO «80»),

3anpoc B agpecHow cTpoke 6paysepa umeet Bua: http://<IP>, — rge <IP> — IP-agpec kamepbl.
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6.2.2. Ucnonb3oBaHue PPPoE-coeguHeHuns

MHTepHeT-npoBangep He Bcerga MoxeT obecrneunTb NOOKYeHue no cratndeckomy |IP-
agpecy. Yaue Bcero, nposangep opraHn3yeT A4ocTyn K cetn VIHTepHeT yepe3 PPPoE-coegnHeHme.
B aTom cny4vae, oH npegoctaBnseT aboHEeHTY MMsA NONb30oBaTens 1 Naporb.

IP-kamepa B2530B nogoepxmBaetr PPPoE-coeguHeHue. [Onsi ero ucnornb3oBaHUs
Heo6xoaUMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B MmeHto PPPoE HacTtpoek IP-kamepbl: Hacmpoliku—Cemsb — PPPOE.

War 3: B TekcToBbIX Nondax [MMonb3oBaTens], [[Taponb] BBeANTE 3HaYEHUS, NOMYYEHHbIE
oT NHTepHeT-npoBanaepa (Puc. 6.2).

TNokanbHbIe HacTtpoiika PPPoE _

Bugeo
Ceth Brrsounrs [ |

AyTEHTHDMKEEWA |F'AF' v|
Aspec | |
|
|

¥ OcHoBHBIE

AN

Monezoearents |
# WatchDog IP

Mapons |

Bpems oxnais [Dminutes
UPnP

Bonjour Coxpanite |

E-mail
FTP

NAS

Januck

Tpeeora

CucTeMHble

Puc. 6.2

War 4: Boibepute TMn wudposaHua “CHAP” wnu “PAP” ans npoBepkM MNOASIMHHOCTU
COeaNHEHUS.

LWar 5: Ansa npuHATUA 3MEHEHUN HaXxmuTe KHOMNKy [CoxpaHuTb].

BHUMAHUE!

[ns BCTynneHus ceTeBbix NapaMeTpoB B cuily TpebyeTcs nepesarpyska yCTpoWCTBa.

LWar 6: nogkntounte IP-kamepy k BblgeneHHon cetu Ethernet.

BHUMAHMUE!
Mocne nogkntoyeHus IP-kamepsbl Kk BbigeneHHow cetu Ethernet, oHa BygeT goctynHa B cetn iHTepHeT nog

IP-agpecom, NpucBoeHHbIM et Balimm npoBangepom 1 otobpaxkaembimM B none [Agpec] (cm. Puc. 6.2).
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[na obpaweHusa k IP-kamepe B ceTn NHTepHET B agpecHon cTpoke Opaysepa BBOAUTCA

cnegyowmin 3anpoc: http://[<IP>:<Port>/,— rge <IP>— IP-agpec kamepbl, HasHa4eHHbI Balwmm
nposangepomMm npu yctaHoerneHun PPPoE-coeguHeHusi, <Port>— 3HayeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopt, 3agaHHbIN NO yMOn4YaHuio (3HaveHne paBHO «80y»),

3anpoc B agpecHoun cTpoke b6paysepa nmeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.3. MNMogknioyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxoaswumcs B
JfloKanbHOU ceTu
Ecnu pgoctyn B ceTb VHTEpPHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NIoKkanbHON CETU MCMOMb3yeTCcs MapLupyTM3aTop.

BHUMAHMUE!
Ons ncnonb3oBaHMA OaHHOrO MeToda MOAKMoYeHWUs Heobxoaumo 3apaHee npuobpectn y Bawero
npoeamgepa nybnu4yHbIN cTtatudeckun |[P-agpec. [lpoBangep npedocTaBnsieT, Kak MpaBuIo,

OVNHaMU4YeCKUN BHYTPeHHUN IP-agpec, KOTOpbIN SOCTYNEH TOMbKO B NOAceTV npoBangepa. [ostomy

yTOouHUTE TUN ncnosibdyemoro Bamu IP-agpeca 3apaHee.

Ana Toro 4Tobbl nogknounTbesa K IP-kamepe n3 cetn VIHTepHeT, Hago obpatuTtbea no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeLWHUny IP-agpec mapLupytmnsaropa), 1 K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTEPHET AN BCEX KaMep, HaxoasLWMXCA B OQHOW NTIOKarbHON CETU, CyLLeCTBYeT
Tonbko oauH IP-agpec (IP-agpec, BblgaHHbI npoBavgepoMm). MoaTomMy Ans goctyna K 3TUM kamepam

HeobXoaMMO Ha3HaYUTb Kaxkaow cBoe 3HadeHne HTTP-nopTa.

[nga atoro TpebyeTcsa BbINONHUTL Crieayowme 4eNCTBUS:

o /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHoM cetn (CM. NyHKT 5.5 ANS NpOBOAHOrO MOAKIOYEHUS Kamep K
rioKaribHoOu ceTn).

e HacTtpoutb QyHKUMIO nepeHanpasneHus noptoB. [aHHaa dyHKUMS no3BonseT
nepeHanpaesnatb obpalleHna u3 cetn WHTepHeT K KakoMy-nmbo YCTPOWCTBY,
NOOKIMHOYEHHOMY K nokansHon ceTu, ¢ BHewHero WAN-nHTepderica maplipytmusatopa
Ha ero BHyTpeHHUMN LAN-uHTepdenc un obecneumBaeTcss npakTU4eckn nobbiM

COBPEMEHHbIM MapLUPYTU3aTOPOM.
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nopToB):
1. ucnonb3oBaHwe TexHornorum UPnP B MmapLupyTmnsatope u kamepe;

2. py4Haa yCTaHOBKa napameTpoB Ta6J'IVILI,bI MapLpyTu3aumn.

6.3.1. Ucnonb3oBaHue TexHonornum UPnP
[ns opraHusaumm goctyna K IP-kamepe n3 cetn IHTEpHET HYXXHO caenaTb creaytoLlee:

e Paspelwwntb ncnonb3oBaHne n HacTpouTb yHKumio UPNP Bawero mapwipyTtusaTtopa.

NMPUMEYAHUE!

Hactpoiika dyHkummn UPnP MapuipyTnsatopa gofmkHa ObiTb OnncaHa B npunaraeMon K HeMy MHCTPYKLUNA.

BHUMAHMUE!
He BCce moagenu mapLupyTusatopos nogaepxunsatot dyHkumio UPNP anga nepeagpecaunn noptos LAN- n

WAN-unHTepdencos. Ecnn Baw mapwpyTusatop He noggepXuBaeT AaHHyi YHKUMIO, TO OH Tpebyet

OOMONHUTENBHON HACTPONKM (CM. MYHKT 6.3.2).

e PaspelmTb Ucnonb3oBaHne U HacTpouTb hyHkuno UPNP IP-kamepbl.

BHUMAHUE!
Mpn ncnonb3oBaHun UPNP yganeHHbIn mpocMoTp BMOEOMNOTOKA C ABYX UM Oonee kamep MOXET He
pabotatb nMbo paboTtaTb HekoppekTHo! Ecnu y Bac BO3HWKNM npobnembl, HACTpoWTe napameTpbl

nepeHanpasfeHnst NOPTOB BPY4HYHO (CM. MyHKT 6.3.2).

War 1: B meHio Hacmpotku — Cemb — OCHOBHbIe OTMETbTE ranovykon NyHKT «BknounTtb
nepeagpecauuio NOpToB», YTOObI BKIIOYNTL (DYHKLMIO Nepeagpecauumn NopToB MapLLpyTusaTopa
(Puc. 6.3).

Bugeo

TNokanebkbie OCHOBHbIE HACTPOWKK _

Cet TopT AsHHL:

TP ncer T—

> WatchDog IP

> PPFoE
> UPnP

> Bonjour

> E-mail

> FTP

> NAS

> DDNS

> FFTP

> RTSP

> HTTI

» Veenounesue

3anuck

Tpesora

CuCTEMHbIe

[ BeniouuTs nepeaapecaupso nopros.

/1 MonyuwTs HacTPOiKkM UPNP-0epecpa SETOMBTHUSCKH
UPnP-cepsep 92.168,0.251
Brewsw IP-aapsc
MopT AsHsEs:
HTTF-nopr
RTSP-nopr

ONVIF-nopr

[

CoxpannTe

Puc. 6.3
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War 2: otmetbTe ranoykon nyHkT «lMonyunTb HacTtpouku UPnP-cepBepa

aBTOMaTM4ecku» n Haxmute [CoxpaHuTb]. lMocne aToro B COOTBETCTBYIOLMX MOMsx OyayTt
ykasaHbl |IP-agpec UPnP-cepBepa, BHewHun IP-agpec Kamepbl U 3HA4YeHUS ee npoBpOLLEHHbIX
(BHELLHWX) NOPTOB.

Ecnwn B Bawwen cetn Heckonbko UPnP-cepBepoB, TO, YTOObI NOKNIOYNTECHA K OAHOMY U3 HUX,
cHumMuTe ranodky «lMonyuutb Hactpouku UPnP-cepBepa aBTOmMaTtuuyecku», B none «UPnP-
cepBep» BBeaute Tpebyembin |IP-agpec n Haxmute [CoxpaHutb]. [locne aTtoro B
COOTBETCTBYIOWMX nonax 6yayT ykasaHbl BHewHwWn |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.

LWar 3: 4To6bl NoNyuYnTb 4OCTYN K Kamepe nu3 cetn MHTepHeT, Hago obpaTUTLCS K HEW MO ee

BHewWwHeMy |P-agpecy 1 HasHavyeHHoMy en nopty HTTP.

6.3.2. HacTpowka py4yHOM nepeagpecaumm NOPTOB MapLupyTusaropa

PaccmoTpum  3agady nogknodeHnsa IP-kamepbl K cetu  VIHTepHET € MOMOLLbBIO
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLlpyTU3aTopoB
pasnnyHbIX MoAENEeN BbINONHAETCS CXOXNUM 06pasom).

Cuntaem, 4YTO NOAKIMOYEHUE MapLupyTM3aTopa K JlokanbHOW ceTn n cetun VIHTepHeT yxe
HacTpoeHo. MaplpyTtusatop umeeT cnegylowmn nyé6nuyuHbIn ctatmydeckni IP-agpec, BblgaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLipytusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHu» |P-agpec wmapwpyTtnsatopa (IP-agpec LAN-uHTepdenca
MapupyTtusatopa), «192.168.1.199» —IP-agpec kamepbl. [1519 HaCTPOMKM NCNOSb3YyEM KOMNLIOTEP,
MOOKMIOYEHHbIN K 3TOW JIOKaNbHOW CETH.

Ana nogknioveHus [P-kamepbl k cetn WHTepHeT TpebyeTca HasHauuMTb NOpThl, Yepe3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
nokansHOM ceTu aTU NOPThl MO YMONYaHWo MMeIT cnegytowime sHavyenms: HTTP-nopt — «80», MopT
AaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHMUE!
Mpu obpaLleHnmn n3 cetn VIHTEpHET ANs BCeX KaMmep, HaXoOsALWMXCS B OOHOW NIOKaNbHOWM CETH, CyLLEeCTBYET
Tonbko oaunH IP-agpec (BblAaHHbIN NpoBangepom). NMoatomy Ans goctyna K 3TMM kamepam Heobxoanmo

KaXKOon Ha3Ha4YnTb CBOU rpynnbl MNopToB.

[na nameHeHuns nopTtos IP-kamepbl BLINONHUTE crieayowme 4encTBuS:
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BHUMAHMUE!

MopT AaHHbIX 06s3aTENbHO AOMKEH TPAHCIMPOBATLCS «MOPT B NOPT». COOTBETCTBEHHO, AN BCEX KaMep

Heob6xoagumo 3agaThb pas3nnyHble 3Ha4YeHna nopTta AaHHbIX.

War 1. B Beb-uHTepdence kamepbl OTKpouTe pasgen MeHo Hacmpolku-Cemb —

OcHoeHble. (Puc. 6.4).

TNokansHbie OCHOBHbIE HACTPONKK

Bugeo

e MpT AaHsix
HTTP-nopr

- ONVIF-nopT

* WetchDag IP [[] BrniouwTs nepeappecayys nopros

? PPPoE + MomyumnTe HacTpoim UPnP-cepeeps sETOMSTHUSCKM

= Wl UPnP-cepsep

# Bonjour Buewwui IP-aapec l:l

> E-mail MopT BEHHE l:l
HTTP-nopT R ]
RTSP-nopT l:l
OMNVIF-nopT l:l

> RTSP
> HTTPS
2 YeenouneHne

Januck

Tpegora

CucTemMHble

Puc. 6.4

War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYeHWE, OTMIMYHOE OT 3HAYEHMS NO

ymMonyaHuio. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ucnonbadyetca nopt «5001»

War 3: ana npumMeHeHns HacTpoek HaxxmuTe KHonky [CoxpaHuTb].

Takum obpasom, nNopTbl Anst JOCTyna K AaHHOW KamMepe BHYTPW NOKanbHOW ceTu GyayT:
HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».

[nga BTOpou Kamepbl MOXHO BblbpaTh cneaytowme noptbl: HTTP-nopT — «80», MNopT AaHHbIX
— «5002», RTSP-nopt — «554» u T.4.

Kamepa HacTpoeHa. OcTanocb NpaBunibHO HACTPOUTL MapLLpPYTU3ATOP.

[na HacTpoMKM MapLupyTM3aTopa BbINOJIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMK BBEAUTE NIOTMH M Napornb. [locne

yOa4yHOW aBTOpM3aLmmn OTKPOETCSl OCHOBHAsi CTpaHuLa HacTpoek mapLipyTtusaTopa (Puc. 6.5).
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TP-LINK 450M Wireless N Gigabit Router

Model No. TLWR2543ND

I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

Status

‘WPs
Network

Firmware Version: 3.13.27 Build 121207 Rel.61955n
Hardware Version: ‘WR2543ND v1 00000000

Wireless
DHCP

i

USB Settings

Forwarding LAN

Securily MAC Address:  00-F6-52-75-80-62

Parental Control P Address: 18216641

Access Control T
SubnetMask:  255.255.255.0

Advanced Routing

Bandwidth Control

IP & MAC Binding Wireless

LA I Wireless Radio:  Enable

SELTTCTE Name (SSID}:  TP-LINK

War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nosiBuBieMCS MeEHIO

HaxkmuTe kHonky [Add New] (Puc.6.6).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
WPS
Network
o ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP
USB Settings Enable All Disable Al Delete Al
Forwarding

Previous Next
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.6

War 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ang IP-kamepsl (Puc. 6.7). 3apante
crneayowme napameTpbl:
[Service Port]: ykaxute nopT, kKOTOpbIM ByAeT ncnonb3oBaTbCa And AOCTyna K kKamepe 13

cetn NHTepHer.

NPUMEYAHUE!
Bo wns3bexaHne KOHMNMKTOB HE MCMOmnb3yhWTe Ansi nepeHanpaBreHns NopTOB 3aperncTpupoBaHHbIE

3Ha4eHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopt, ncnonb3yemblin B JaHHbIN MOMEHT 4119 JOCTyna K kKamepe u3
nokansHom ceTu.
[IP Address]: ykaxuTe |IP-agpec kamepsbl, 41159 KOTOPOWN HAacTpanBaeTcsa nepeHanpasreHme.

OcTanbHble NYHKTblI HE TPEBYIOT HACTPOWKMW.
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I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

450M Wireless N Gigabit Router
Model Ho. TL-WR2543ND

TP-LINK’

Status

Quick Setup Add or Modify a Virtual Server Entry

WPS
Network

Senvice Port: a1 (X=X o XX)
Wireless

DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)

USB Settings

- Port Triggering
-DMZ

IP Address:
Protocol:

Status:

Common Service Port:

192 168.1.199

All -
Enabled -

—Select One-- -

-UPnP
Security

save | [ Back

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.7

War 4: Haxmute kHOMNKy [Save], 4Tobbl coxpaHuTe npasuno. Mpasuno gobasneHo (Puc.
6.8).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINKC

Status

Quick Setup Virtual Servers

WPs
Network

ID  Service Port Internal Port IP Address Protocol Status Modify
192.168.1.199 All Enabled Modify Delete

Wireless
T 181 80
USB Settings
Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete Al |

- Virts Vers

- Port Triggering
-DMZ

P'ewnzuz| \__ Next

-UPNP
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.8

LWar 5: Tem xe cnocobom fobasbTe npasuno Ansa nopta RTSP (Puc.6.9).
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TP-LINK’

Status
Quick Setup
wps
Hetwork
Wireless
DHCP

USB Settings

Forwarding

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 All Enabled Modify Delete
2 3001 554 192.168.1.199 All Enabled Modify Delete
[ AddNew.. | [ EnapleAl | [ Disable Al | [ Delete Al |

Previous Next |

Puc. 6.9

LWar 6: n ewe ogHo npasuno ans lNopTta gaHHbIX (Puc. 6.10).

BHUMAHMUE!

TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP

USB Settings

Forwarding

Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

MOPT AaHHbIX Kamep AOMmKeH ObITb pasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
2 3001 554 192.168.1.199 All Enabled Modify Delete
3 5001 5001 192.168.1.199 All Enabled Wodify Delste
AddNew . | [ Enable Al | [ Disable All | [ Delete All
Previous Next

Puc. 6.10

HTTP-nopTbl 1 RTSP-nopTbl kKamep MOXHO nepeHanpasnsaTb C MOMOLLbIO BUPTYyarbHOIo cepBepa, 0gHaKo

War 7: Ecnu Bbl ncnonb3yeTte HECKONbKO kamep, To Bam HeobxogmMmo noBTopuTh Wwarn 2-6

Ans octanbHbIX kamep (Puc.6.11).
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TP-LINIK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

Status
Guick Setup
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
v 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.189 Al Enabled Modify Delete
[o— 3 5001 5001 192.166.1.199 All Enabled Modify Delete
4 82 80 192.166.1.198 Al Enabled Modify Delete
5 3002 554 192.168.1.198 Al Enabled Modify Delete
§ 5002 5002 192.166.1.198 All Enabled Modift Delete
-upnP 7 83 80 192.168.1.211 All Enabled Modify Delete
Security g 3002 554 192.168.1.211 Al Enabled Modify Delete
BeresialContiol 9 5003 5003 192.168.1.211 Al Enabled Modify Delete
Access Control
prm—r— AddNew.. | [ EnableAl | [ Disable Al | [ Delete Al |
Bandwidth Control
IP & MAC Binding Previous
Dynamic DNS
System Tools
Puc.6.11

HacTponka mapLipyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMY4YUTL AOCTYN K Kamepe 13 ceTn VIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY npoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
e nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec mappytmusaTtopa — «173.194.122.201». HTTP-nopr,
Ha3Ha4eHHbIN kamepe ans nepeagpecaunun, — «81». 3HaunT, Anga obpalleHnsa K Kamepe u3 cetu

MHTepHeT Heob6xoanMMo B agpecHom cTpoke 6pay3sepa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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Lpunooicenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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Be\UARD Lpunooicenus

MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUa HEOHXOANMMO 03HAKOMMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pya0oBaHUS, 3aWmUTbl OT OPOCKOB B NUTalOLLEN
cetn n obecneveHnss GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbl U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. 9nekTpomMarHMTHas COBMeCTUMOCTb

3710 0obopygoBaHMe COOTBETCTBYET TPeOOBaHUSAM 3rekTpomMarHUTHonm cosmectumoctn EN
55022, EN 50082-1. HanpsikeHune pagmonomex, co3gaBaeMblx annapatypon, cootsetcteyet [OCT
30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ons
KOHKPETHOro ycTponcTaa. [1nst yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NUTAHUS — 9TO NEPEMEHHOE
HanpsbkeHne 220 B £10%, 4YactoTton 50 Ny £3%. [ns yCTpOUCTB C BHELUHUM UCTOYHUKOM NUTaHUSA
— 370 cTabunuanpoBaHHbii agantep 5 B 5% vnn 12 B £10% (HanpspkeHne nynbcaumi — He bonee
0.1 B).

B4. 3azemneHue

Bce ycTponcTtBa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObITb 3a3eMreHbl NyTem
NMOAKMIOYEHN K creunanbHbiM po3eTKam  JNEKTPONUTaHus C  3a3eMiieHMeM Wnu  nytem
HEMNOCPEeACTBEHHOrO 3a3eMiieHust Kopriyca, €eCnM Ha HeM npedyCcMOTpeHbl chneuuvarnbHble
KpenexHble anemMeHTbl. 3as3eMineHne 3neKkTponpoOBOAKM 30aHUA OOMKHO ObiTb BbINOMIHEHO B
cooTtBeTCcTBUU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX GnokamMu nNUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
npeayCcMOTPEHO KOHCTPYKLMEN KOPyCa UMW BUIKK Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepegadn M NUHWA, NPOKNaAblBAaeMbIX MO HAPYXHbIM CTEHaM 34aHMN U Ha 4yepaakax,
OOIMKEH ObITb BLINOMHEH 3KPaHMPOBAHHbLIM kabernem (Mnv B MeTannopykase), U NNHUWA OOSDKHbI
OblTb 3a3emrieHbl C ABYX KOHUOB. [lpudem, ecnu OAWH KOHeL 3KpaHa nogknidaercs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuo 4Yepes

pas3psgHUK.
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Be\UARD Ipunooscenus

B5. MonHue3awumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX MHUA U IMHUKA, NOYLLMX NO HAPY>KHOW CTEeHe 34aHni
1 Mo YepgavHbIM NOMELLEHNAM, Ha BXoAax 060pyaoBaHNS OOSDKHbI ObITb YCTAaHOBMEHbI YCTPOUCTBA

MOJTHMe3alnThI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHUMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
TaKKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONMUCAHMM KOHKPETHOIro 060pya0BaHuS.
MakcumanbHasi pabovas Temnepartypa — 370 TemnepaTypa, BblLle KOTOPOW HE JOSKEH HarpeBaTbCs

Kopnyc yCTPOWCTBA B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBaA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM M CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TEeNeKOMMYHMKaLMOHHbIN LWKad unm CTONKy AormkHa 6biTb obecnevyeHa Heobxoamnmasi BEHTUNALMS.
[Ona aToro pekoMeHOyeTCcsi yCTaHaBnvBaTb B LWKady creynanbHbin 6ok BEHTUNATOPOB.
Temnepatypa OKpyXatLwero Bo3gyxa W BEHTUMNALMA OOMKHbl obecneumBaTtb HeobxoauMmbIv
TemnepaTypHbii pexnm o0opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTUKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO3AyXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHun, roe ycrtaHaenvBaeTca o0OOpyaoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOANYHOCTLIO HE MEHee OOQHOrO pasa B rog
C Lenblo yaaneH1s ua Hero nbinn. JT1o no3sonuT obopynoBaHuio paboTtatb 6e3 cboes B TeueHne

npoaoJIKNUTESNTbHOIO BpEMEHN.

B9. NMoakntovyeHne nHtepdencor
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpUMMEHEeHUs, 1 He AaeT HUKaKOW rapaHTum, YTo
obopynoBaHune obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWOAHWUSIMU KIIMEHTa NpU ero
NPUMEHEHMN B CNELNPUYECKNX LIENSAX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbLIM 00s3aTeNLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CETEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyLoBaHUSA, BO3HUKLIEM B pe3yrnbTaTe:

a) HecobnoaeHns npaBun TPaHCNOPTUPOBKM U YCITOBUI XPaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HAaBOOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HapyLUEHUS TEXHNYECKMX TPeOOBaHMI NO pa3MeLLEHMIO, MOAKITHOYEHMIO 1 3KCMyaTauum;

) HEMpPaBUITbHbIX OEWCTBUIA NMPX NEPENPOLLNBKE;

A) NCNONb30BaHWS HE NO HAa3HAYEHWIO;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
npeayCcMOTpPEeHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BbLICOKOrO Hanpa>xXxeHusa (yp,ap MOJTHUN, CTATUYECKOE IJTEKTPUHECTBO U T.I'I.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2026.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «beeapa». Bece

OCTallbHbl€ TOProBble MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpPyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuM B creumdunyecknx uensax. OO0 «HIM «besapa»
NPUNoXnno Bce ycunusa, 4tobbl caenatb 370 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpble, BO3MOXHO, NPOU3OLLIAN NpW HanucaHun gaHHoro PykoBoacTBea.

NHdopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTcsa U OOMNosHseTcs
OO0 «HIM «beBapa» 6e3 npeaBaputensHoro ysegomnennsa. OO0 «HIIM «beeapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTWU 3a Ntobble MOrpeLHoCTH, KOTOpble MOryT codepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM M HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U OCTaBnsgeT 3a cobOOM MpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onucaHHble B Hem, B nioboe Bpemsi 6e3 npensapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBnseTcs
HenpaBuNbHON NN HENOMHOW, U BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHusl.

C3. Npeaynpexaexnsa FCC

310 06opynoBaHne BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOWNM TpeboBaHNAM
NONOXEHUST O LNMMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon kommccum no ceasm (FCC). 3tu orpaHnyeHus 6binn paspabotaHbl B LensxX
obecneyveHnss 3alWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HWKaTb MPUM UCMOMb30BaHUN
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNOoNb30BaTbCA C OTKMOHEHWAMM OT Hactoswero PykoBoacrtea, OHO

MOXXeT OKa3blBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBKke B XKUITON 30He,
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BO3MOXHO, — Ha 340poBbe nogen. B atom cnydae Bnageney Oymetr obda3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoONOMEXM BO BHELLUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLWLNE MEPBDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obGpaweHueM B cnyxby TExXHWYECKOW NOAOEPXKKW, MNOXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero o6opynosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnku.

e CoobLieHns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcusa npowmekm n Yepes kakoe obopynoBaHue paboTtano yCTponcTBo, Korga Bo3HUKNa
npo6nema.

e [lponsseneHHble Bamun gencrteuma (no waram), NnpeanpuHATbIE ONA CaMOCTOATENbHOro
peLlueHnst npobnemsl.

e CKPVHLLOTBI HACTPOEK 1 NapaMeTpbl NOAKIMIOYEHNS.

Yem nonHee 6yaeTt npeacrasneHHas Bamu nidopmauus, Tem 6bicTpee Halm cneumnanmcThbl

cMoryT nomoyb Bam pelumnts npobnemy.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B2560RCVZ
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
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1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
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Mpunoxenue E. MMoccapun

3GP - mynbTUMeannHbI KOHTENHep, onpeaensdembln NapTHEpckMM [poekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) gona mynbtnmeguiiHbix cnyx6 3GUMTS.
MHorne coBpemeHHble MOGUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NpPorpaMmMHOro obecneveHms
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 43blka(-OB), UCMOMb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparneHus ActiveX, gokymMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaeneHusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe faHHas TexHoOnorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas umcdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHaroroBble CurHanel, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TenedOoHHOW nuHMK, B UudpoBble curHanbl (NakeTbl AaHHbIX),

Nno3BOJ144 BO BpeMsA pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbIi 00pasyroT ny4n, CoeguHALLME 3a4HIOK TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. OBbI4HO yron 3peHust uamepsieTca Ha NiH3e, OKYC KOTOPOW yCTaHOBIEH
B 6eckoHeyHOCTb. B 3aBMcumMOCTM OT yrna 3peHusd, OOBLEeKTMBbI AenAaT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble Y ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcrnonb3ylTcsa A4S NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI UMEKT yron 3peHus ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCcHOro obbekTmBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHusa appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HU3KOr0 YPOBHS, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca kaHanbHOro ypoBHS NO M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3101 npoTokon ncnonbayetcs ans ceasm IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHCcnNupyeTcs 3anpoc Anst noucka yana ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yembl ANs TENEBU3NOHHBIX 3KPAaHOB M KOMMbIOTEPHbLIX MOHUTOPOB,

coctasnseT 4:3. TenesugeHue Bbicokon yeTkoctu (HDTV) ucnonessyet coopmat kagpa 16:9.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RC
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Authentication / AyteHTudukauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTyna

NpeabsaABNEHHOrO UMM  WMAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OguvH 13 cnocoboB
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnosfib30BaTenbCKOro
naeHTMdmkaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHom» (login — perucTpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduOeHUManbHOW WHOPMaUMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb30oBaTeNneM JIorvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOe XpaHUTCA B crneumanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Autolris /| AP[] (ABTOoperynupyemasa auacparma) — 370 aBToOMaTn4eCcKoe perynmpoBaHme
BENMYMHbI Avadpparmbl 4NS KOHTPOMS KONUMYecTBa CBeTa, Nonagarollero Ha matpuuy. CywectsyeT

[Ba BapuaHTa aBToMaTn4eckon perynmpoBkm anagparmel: DirectDrive n VideoDrive.

Bitrate / Butpent (CkopocTb nepegaym AaHHbIX) — OyKBanbHO, CKOPOCTb NMPOXOXAEHUS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MoOXeT nepeaaBaTbCs Cry»ebHas HopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNeHcauus
3agHero cBeTa). TUNWYHLIN NpUMEpP HEOOXOAMMOCTU MUCMONb30BaHMA: YenoBek Ha hOHe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkrtoyeHue pyHkunm «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaBuTtb pa60Ty AdBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepBucoB (criyx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHayaeTcs
A8 UICNONb30BaHWSA B JTOKarNbHbIX CETAX M UCMONb3yeT cBeAeHuns (3anmcn) B crnyxbe OOMEHHbIX
nmén (DNS) ana obHapyxeHust Opyrmx KOMMbIOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR /becknaccoBasa appecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, no3sBonsaoLwmn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BondeT 3KOHOMHO
NCNonNb30BaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK NnoAceTen K pa3nuyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
LUMpPOBLIX Kamepax M NpeacTaBnsaloWUn cCOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
COTEH TbICAY 3apsfoB (NUKcenemn), Kotopble nNpeobpasyloT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" vnu 2/3".

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RC
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CGl (EpvHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT ucnonb3oBaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanMIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCNONb3yeMbld TUM MNONYyNpOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYHO 3NEKTPUYECKyHo uenb. MNockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT BbITb BKNOYEHa B Ntoboe AaHHOe BpeMs, TO MUKPOCXEMbI
KMOIla notpebnsaioT MeHbLUe 3reKTPO3Heprum, YeM MUKPOCXEMbI, UCMOMb3YyHLWMe TONbKO OAWH
TMN TpaH3aucTopa. Tawke gatdnkm ndobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXEMax cogepxaT
cxeMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO McMnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OpPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHU YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyeHnHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npwv yganéHHoMm [ocTyne 4vepe3 mogem). [dpyrme MaluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeaunHeHne C 3TOM MaLUMHOM MO AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuMHamMuyeckown
KOHcbUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, NO3BONSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nony4vatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [aHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHUrypaumm CceTeBOro YycTpomcTtBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbI nepuog BpeMeHu. [aHHylo yHKUUI0 NOoAAepXKuBaoT

NpakTU4Yeckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LincdhpoBoe yBenuueHune — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaAppOBaHWS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBAET, a TOMbKO Bblpe3aeT HYXHYK 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoHaYarnbHOro paspeLleHys.

Domain Server /| CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT OblTb NCNONb30BaHbI
opraHM3aumsiMun, KOTopble XOTAT LeHTPann3oBaHHO yNpaBnaTb CBOMMMU KOMMbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbl onepaunoHHble cuctembl Windows). Kaxabi nonb3oBatenb B paMkax [oMeHa
nony4yaeT y4YyeTHyI0 3anucb, KOTopas obblMHO paspeluaeT 3aperncTpupoBaTbCs M UCMOSb30BaTb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBpPEMEHHO Ha KOMMbKTEep MOryT ObiTb HaNOXeHbI

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RC
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orpaHn4eHus. CepBepOM AOOMEHHbLIX WMEH ABIAETCA CepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTenen B ceTu.

Ethernet— nakeTHasi TexHonorusi nepefadv [OaHHbIX MNPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoaHble  COEAMHEHUS U
SMeKTpUYeckme curHanbl Ha ouandeckoMm ypoBHe, hopmaT KagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYAHUIO — 3TO YCTAHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTbL NEpPeyCTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst 6GoNbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBomn dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, Mexay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM NoNb3oBaTensM OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpanamayapom mMoxXeT 6bITb NporpammHoe obecneyeHne, paboTatoLlee Ha KoMnbloTePe, UK

6paHnmay3p0M MOXeT ObITb aBTOHOMHOE anrnaparHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpenensercd Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (4na nepegHero oKyCHOro pacCTOSAHUSA) U Kak pacCTosiHWE OT 3agHen
rMaBHOM TOYkM [0 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rMaBHbIMK TOYKaMM NoApa3yMeBaOTCA TOUKM NepeceyeHns nepegHen (3agHein) rmaBHOM NIOCKOCTU

C OMTUYECKOMN OCbIO.

Fps / KagppoBasi 4acToTa — KONMYeCTBO KaapoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Tenesusop, DVD-nneep, Buaeodarn) BblAaET B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOW passBépTkM uHTepderica RS-170 mn B cdopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMMUTETA MO pPagvoBELLAaHMI0 Kaap co3gaeTcs u3 ABYX OTAeNbHbIX obnacren
TNIMHUIN YepeccTpodHON pa3BepTkn 262.5 nnn 312.5 Ha vactoTe 60 mnm 50 'y gns Toro, 4YToObI
copmMmpoBaTh MOSHbIA Kagp, KOTOpbIN 0TobpasuTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
Buaeokamepax C NporpecCcnBHON pa3BepTKOM KaxKabl Kagp CKaHUpyeTCcs NOCTPOYHO U He aBnseTCH

YepeccTPOYHbIM; BOMNBLUMHCTBO M3 HMUX OTOOpaxaeTcsa Ha YacToTe 30 n 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUITOXEHWS, KOTOPbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI

obmeHuBaeTcs pannamu Mexagy KomnbioTepamu/yctponctBamum B ceTn. FTP  nossonser

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B2530RC
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nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTCs K NpOTOKOMam MpUKNagHOro YPOBHA UM ANd
nepefayn AaHHbIX UCNoNb3yeT TpaHCcnopTHbIN NpoTtokon TCP. KomaHabl 1 gaHHble, B OTNMYKe OT
GonbLIMHCTBA APYrMX NPOTOKOMOB NepeaarTcst No pasHbiM nopTam. [opt 20, oTKpbiBaeMbIA Ha
CTOPOHe cepBepa, UCnonb3yeTcsa Ang nepegayun aaHHblX, NnopTt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIN AynneKc — NOSHbIN gynnekc npeacraBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B OBYX HarnpasneHusix. B cucteme 3ByKkoBOCMpPOU3BEAEHUS 3TO MOXHO OMUCaThb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas cBa3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNU 3a OOWH pas.

G.711 — crangapT gons npeacraeneHnsa 8-6utHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcduumeHT ycuneHmsa — Koap@UUNEHTOM yCUNEHUS SBMSETCS KOIPULNEHT
YCUNEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBAET Cuny curHana.
KoadbpmumeHTbl yemnenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycurnenHmnda ycunmtensd.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa M cepBepa CeTeBOM 3alumTbl. MexceTeBow N3 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbI pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCceTeBOoro wn3a and AaHHOro nakeTa.

H.264 — 370 mMexayHapoaHbIN CTaHO4apT KOAMPOBaHWUS ayauo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAApPT COAEPXMUT psg HOBbIX
BO3MOXHOCTEN, MNO3BOJMSAKLINX 3HAYUTENBHO MOBLICUTL 3PEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLyto rTMOKOCTb NMPUMEHEHUS B pa3HOObpasHbix ceTeBbIX cpegax. Mcnonb3yeTcst B LMpPOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cpannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cannamm) B cetu. lNpoTtokon HTTP saBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemenictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOSyYeHust

noateepXxaeHna o ero npaBuniibHOM npuneme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpPOTOKON nepeaayu

runeprekcra) — pacwupeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckuin npotokosn SSL nnu
TLS, Tem cambiM obecrne4ymBaeTcs 3awWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuto ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpPATOp nepeaaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOEe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTeBOoW NMpOTOKON ynpaBnsalOLWMUX
coobuweHun) — ceTeBor MpPOTOKON, BXxogswwmn B ctek npotokorioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooOLleHuMn 06 owmnbKax n OPYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLLMX NPV Nepeaade AaHHbIX, HAaNpMMep, 3anpalumBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLpyTU3aTop He OTBEYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 3T0 ceMencTBO cTaHAapToB ANsi 6ecnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unm 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 [T, B To BpeMsi kak ctaHaapT 802.11a no3BonsieT 3agaTtb CKOPOCTbL A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONSAMMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeguHsatoTea B 1 kagp. YepecctpoyHas passepTka bbina paspaboraHa MHOro
neT Hasapg Ans aHanoroBoro TeneBnaEeHUs 1 40 CUX Nop LWMPOKO NpumeHsieTcsi. OHa gaeT xopoluuve
pe3ynbTaTtbl NPy NPOCMOTPE ABWKEHMSA B CTAaHAAPTHOM M300paXxeHun, XoTs Bcerga CyLlecTByeT

HEKOTOPOE MCKaXeHMe U306paXKeHus.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO MCcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyA0BaHUSA, KOTOPbIA ONUCLIBAET
nbine- 1 BRiaro- 3almTy kamepbl BuaeoHabnogeHus. MNMepeasa umgppa o6o3Ha4aeT ypoBeHb 3anThbl
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYeHMe nonagaHus
nbinn). Bropas umdpa obo3HavaeT ypoBeHb 3almMThl OT NonNagaHus Xungkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NPY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM 0b6iMBaHUN.)
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IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW sBNSETCA nepegada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beauHeHHOM rpynnbl
aKkcnepTtoB B ob6nactu dotorpadmm) — oaovH M3 NONynspHbiX rpadudeckmx ¢opmartos,
NPUMEHSEMbIA AN XpaHeHus hoTon3obpakeHnn N NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHma JPEG nmeetcs BO3MOXHOCTb HAaCTPOMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULMEHTE CxKaTus (T.e. CaMOM BbICOKOM Ka4ecTBe) yBenmynBaeTcs

obbem hanna, cyllecTByeT BbIOOp Mexay Ka4ecTBOM nsobpakeHus n oobemom darina.

Kbit/s (Kilobits per second / Kbut/cek) — 3To0 Mepa namepeHms CKOpoCT NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHas BblMMCNUTENbHAA Ce€Tb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDOMbLUYD TEPPUTOPUIO NN HEBONMbLUYIO TPyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONPEeaENEeHHYI0 reorpanyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NHOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTtHbIn agpec yCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEAMHEHHOrO K CETU YCTPOWUCTBA UMK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / Mbut/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOTOoKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBblii MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWe KaKOAoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. lMpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4YUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTus
uncpposoro aygmo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcsi ANd BeLaHus
(noTokoBoe BMAEO), 3anucu OUNbMOB Ha KOMMAaKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLaHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXaTne LI,VI(*)pOBbIX BMOeo N 3ByKa.

Multicast / TpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHWUSA, MPU KOTOPOW
KOMMM NakeToB HanpaBnaAwTCs oOnpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NnpUNoXeHnamMn, YyctaHaBnmBalwWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vyatenem,
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, YTOObLI UCTOYHUK MOCbINarn I/IHC*)OpMaLl,I/I}O cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonornn |P-agpecauun Ttpebyetcs Kaxgomy
nonyyaTtento UHgopmaLlmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHONornst rpynnoBon agpecaummn npeactaesnseT cobon pacwmpeHue IP-
agpecauumm, No3BoNAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4arenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANA KOHKPETHOW rpynmbl NOMAy4atoT TOMNbKO YneHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX Nonb3oBaTenen He BriedeT 3a cobom
Heobxogumoe yBenuyeHne npomnyckHOW CrnocoBHOCTU ceTu. 3HaYnUTENbHO COKpallaeTCcs Harpyska
Ha nochbINarLLMi cepBep, KOTOpbIN BonbLue He OOMKEH NOAAEPKMBATb MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOW CeTn HeobXoOuMbl: MNoaOepXKKa
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBkyM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyyYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MpUNOXKeHMe, UCnorb3ylolee rpynnoByl0 agpecauuio,
Hanpumep, BMAeOKOHepeHunsa. TexHomnorua «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratndeckas v guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sasnstoTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B ceba Bce yanbl
nokanoHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOW ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
OVNHAMWYECKNn  UCMOMb3ylTCA  NpUNoXeHnsmMu. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auun BpPeMEHU) — CeTeBOu
NPOTOKOM ANS CUHXPOHU3aLMN BpEMEHU C ncnorb3oBaHnem ceten. NTP ncnonb3yet ona cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctanHgapt NTSC
SIBMSIETCA TENEeBM3MOHHbLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaenstoLwmnm
NPOTOKOSbl B3aMMOAENCTBUSA TakUX YCTPOWCTB, Kak IP-kamepbl, BuaeopernctpaTopbl U CUCTEMbI
ynpaBnenns Buaeo. MexayHapoaHbii OpyM, CO3[aBlIMKA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUst OTKPLITOro CTaHaapTa Af1sl CUCTEM CETEBOro BMAeoHabNoaeHus.
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHpapt PAL) — TeneBW3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TeENeBn3MOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power-over-Ethernet / lNutaHue 4yepes Ethernet) — TexHonorusi, nossonsioLas
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU OfEeKTPUYECKYHO 3Hepruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA PECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM Yucne C APYrMMU NPUOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMOO0 OXXMAAET BXOAALWMNX AAHHbIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMBo nockbinaeT AaHHbIe UK 3anpoc Ha CoeMHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeAnHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA UCNONb30BaTb
WHTepdenc nocrnegoBaTenbHON MNepedayn Ans CBA3W Mexay ABYMS CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK Kk cepsepy nocpeacTBoOM TeNedOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEHNUA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyYeHnsa nonb3oBaTenen cetn ctaHgapta Ethernet k MIHTepHeTy Yepes LinpokononocHoe
coefvHeHne, Takoe kak nuHua DSL, 6ecnpoBogHoOe YCTPOWCTBO wnn kabenbHbin mogem. C
nomouwbto PPPOE 1 LUMPOKONONOCHOrO ModemMa nonb3oBaTeNiM foKanbHOW CeTU MOryT nonyyaTb
JOCTyn C unHAMBMAOYanbHOW MNPOBEPKOM MOLMMHHOCTU K BbICOKOCKOPOCTHLIM CETAM [OaHHbIX.
O6beaunaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
adhpeKTMBHbIN cnocob co3gaHnsa oTAeNbHbIX COEANHEHUA C yaaneHHbIM CEPBEPOM AN Kax4oro

nomnb3oBaTend.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, npy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsifke nx pasMeLLeHns KaxKayto WecTHaguaTyo JON0 CeKyHAabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum ob6pasom, nsobpaxeHne He BbeTCcsa Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO ncdesaeT apekT MepuaHns, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTcA ©onee BLICOKMM.

RJ45 — yHMPOUUMPOBAHHLIM pasbeM, WUCMOMNbL3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

koHTakTOB. MicnonbayeTca ansa cosganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnukanwen cetn,
B KOTOPYIO NaKeT AaHHbIX JOIMKEH ObITb HAMpPaBMeH Kak B CBOM OKOHYaTENbHbIA NYHKT HAa3HAYeHUs.

MapLupyTusaTop co3gaeT u/unv NnogaepXxunsaeT cneumanbHyo Tabnuuy MapLpyTusaumm, kotopas
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coxXpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1IbKO OHa AocTturaeT ornpeaerieHHbIX MyHKTOB Ha3Ha4YeHuA. WHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKOS B peXume peanbHOro
BpeMeHu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayovo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoanMble Ois
BOCCTAHOBIIEHMSI TOfloca UNU BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarnTcsl BpEMEHHas MeTKa U HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMANbHbIX
3agepXkax onpegenutb MOpPsiAOK M MOMEHT OEKOAMPOBaHMSI Kakgoro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HuxXenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBunio, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepegayn NOTOKOB B pexume
peanbHOro BpeMeHMu) — 3TO NPOTOKON yrNpaBeHUs, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHon nnm ogHoagpecHom nepegayn u ans
cornacoBaHuns Ucnonb3yembix kKogekoB. RTSP MoXHO paccmaTpuBaTb Kak nynbT AUCTAHLUMOHHOMO
ynpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMyM cepBepom mynbTumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO nNpoToKona ANns nepefadm ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naL-
namatv, paspaboTaHHbIN AN UCMONb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsa B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
doToannapatax, MoOunbHbIX TenedgoHax, KIK, kommyHukaTopax u cmaptdoHax, GPS-

HaBuratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BPEMSI HAKOMJEHMSA SMEKTPUYECKOrO 3apsiaa. OTa AeTanb OTBEYAET 3a AJINTENBHOCTb

BbIAEPXKKN U KONMYECTBO CBETa, NoMnaBLIero Ha MaTpuuy nepes (oopMUpoBaHNeM U306paKeHms.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn MOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONYyYeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKOMNbKY
OH 4BMSieTCA «NPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHWyYeH B CBOEN BO3MOXHOCTWU MO
BMECTMMOCTW COOBLLEHMI Ha nomnyyaroLwemM KOHUe, U OH 0BbIMHO UCNOMb3yeTcs C OOAHUM U3 ABYX
apyrux npotokonos, POP3 mnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3IEKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpoTOKOsbI NO3BOMSOT MOSIb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLMKe cepBepa 1 NepuUoanYeckn 3arpyxartb Ux U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX

cokeToB / poTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asnsaetca
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NMPUEMHUKOM  MPOTOKOJ1a TSL) ABNAOTCA KpI/II'ITOFpaCbVI‘-IeCKI/IMI/I NnpoToOKOMamMKn, KoTopble

obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yercs
yepes3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Mepedayvn runeprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONs OCyLLeCTBAEHNS
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEecKoro Krtoya, YTobbl NOATBEPXKAATh OAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka nogceTtu — 6utoBasi Macka, onpegenstoLlasi, kakast YacTtb IP-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aTol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM SIBMSIETCSI CETEBOE YCTPOMCTBO, KOTOpPOE
COEaUNHSIET CErMEeHTbl CETU BMECTE M KOTOPOE BblIOMpaeT mMapLlipyT ANs NEPECHISIKN YCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nony4vartento. O6bIYHO KOMMYyTaTop ABMsieTca 6onee NpocTbimM n 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLLpyTU3aTop. HeKoTopbie KOMMYTaTOPbl UMEOT (OYHKLMIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepegayvyen) — oamH 13
OCHOBHbIX CeTeBbIX MpPOTOKONoB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax n noaceTax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHU3M, NpeSoCTaBnSAoLLINA NOTOK
OaHHbIX C npeasapuTeNibHOW YCTAHOBKOM COEOVHEHUs, 3a CYET 3TOro Aalolmi YBEPEHHOCTb B
OOCTOBEPHOCTM NOSTy4aeMbIX AaHHbIX, OCYLLECTBASET NOBTOPHLIN 3anpoc AaHHbIX B Criyyae notepu

AaHHbIX U yCTpaHsieT AybnmpoBaHue npv NonyYeHnn AByx Konum ogHoro naketa (cMm. tTakke T/TCP).

TTL (Time-to-live) — npegenbHbIN Nepuog, BPEMEHN U YUCIO UTEPALMA UK NEPEXOOOB,
3a KOTopbI HAbOp AaHHbIX (MakeT) MOXET CyLLEeCTBOBaTb 40 CBOEro NCYE3HOBEHMS. 3HadyeHune TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHvLa BPEMeEHM CyLLecTBoBaHuS |IP-gentarpammel B ceTu.
Mone TTL ycrtaHaBnuBaeTcA oTnpaBuTeneM JenTtarpaMmMbl U YMEHbLIAETCA KaXAbIM Y3MNoMm
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTU €ro crefoBaHWsi, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WNM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS PaBHbIM HYr0 4O TOro, Kak gevWtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma otbpacbiBaetca M oTnpaButento otceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpPEeMEHHOIro nHTepBana».

UDP (User Datagram Protocol / [lpoTokon gentarpaMmm nonb3oBaTtesisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMM C OrpaHMYEHSMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHOLLEN NPOTOKON
IP. MpoTtokon UDP saensetcs anbtepHatnBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO 41151 HEro Heobsi3aTenbHa AOCTaBKa BCEX AaHHbLIX U HEKOTOPbIE NaKeTbl MOryT
OblTb MponyLleHbl, ecnn ceTb neperpyxkeHa. 3170 o0cobeHHO yaobHO npu nepegadve
BMAEOMaTepuarnoB B peXMMe pearnibHOro BPEMEHW, MOCKONbKY HEe WMMEET CMbicna MOBTOPHO

nepefaBaTh yCTapeBLUYO MH(OPMaLMIO, KOTOopas BCe paBHO He ByaeT oToGpaxeHa.
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UPnP (Universal Plug-and-Play) - TexHonorus, nossonsiowas nepcoHanbHbIM

KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbIM CUCTEMAM (HanpuMmep, OXpaHHOMY o0b6opyaoBaHMIO,
pasBrekaTtefibHbIM  YCTPOMCTBAM WM UHTEPHET-LUNI03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNP ctpoutcs Ha
OCHOBE TaKMX MHTEpHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxueaet
ceTeBble MHPPACTPYKTYPLI NPAKTUYECKM NH0OOro Tna - Kak NPoBoAHbIEe, Tak 1 6ecnpoBoHble. B nx
4YMCNo, B YaCTHOCTU, BXogaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, ceTn Ha ocHoBe
TenedOoHHbIX JWHUKW, NUHU anekTponuTaHna wu np. [logaepxka UPnNP  peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EguHbIn yKasaTenb pecypcoB) — 3T0

CTaHgapTM3MpOBaHHbIN cnocob 3anvcy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegavv gaHHbIX) —
NMPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe Hy)XHO YyCTaHaBnvMBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUIbHOMO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpPoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarwmn HTTP-3anpockl OT KIUEHTOB,
00bIYHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeThl, 06blMHO BMecTe ¢ HTML-cTpanuuen,

n3obpaxxeHnem, annom, Meama-noTokoM U ApyruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, aocnoBHo — «6ecnpoBogHasA TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylOwee cTaHgapty IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6GecnpoBogHasa nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTEMNS paguoBOIIHbI: 6ecnpoBOAHOE MOAKMIIOYEHMNE K CETU KOHEYHOrO NONb30BaTENS.

[na OCHOBHOW CEeTEBOM CTPYKTYPbl OOLIYHO MCMONb3yeTcsa KabenbHOe CoeAnHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NofyaBToOMaTU4eCcKoro

co3gaHusa 6ecnpoBogHON goMallHen ceTu. [poTokon nNpu3BaH oka3aTb MOMOLLb MONb30BaTENSM,

KoTopble He 06nafalT LWMPOKMMM 3HaHMSIMM O GesonacHoCTM B GecrnpoBOAHBLIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMs CeTU U 3agaeT WudpoBaHue, AN 3alnTbl OT HECAHKLMOHMPOBAHHOIO A0CTyna B CETb, NpU

3TOM HEeT HeobXxo4MMOCTHM BPYUYHYIO 3aaBaTb BCe NapaMeTpbl.

Anroputm cxaTus BuAaeo — 3TO MeTOoAMKa YMeHblueHus pasmepa danna undgposon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NeMeHToB, He  BOCNPUHMMAaeMbIX

4yerioBe4eCkmnM rmnas3om.
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BapMd)OKaﬂbelﬁ OOGBLEeKTUB — OOBLEKTUB, No3BONIAOLWNA UCMONb30BaTb pasrnunyHble

d)OKyCHbIe pacCctoAHnA B NPOTUBOMOJIOXKHOCTb 06'beKTVIBy C (*)I/IKCI/IpOBaHHbIM (*)OKyCHbIM

paccTtoAHUnEM, KOTOprVI ncnonb3yeT Nnb O4HO PacCTOoAHUE.

Butas napa — Buag kabens cBsi3W, npeacTaBnsieT coboM OAHY WNM HECKONbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbIThIX MIACTUKOBOW OGOMOYKOMN.
CBvBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIENbl MOBBILEHMS CTEMEHUM CBA3M Mexay coboi
NPOBOAHMKOB OfHOW Napbl (3NeKkTpoMarHMTHasi noMexa oAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLWero yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepegade audgepeHumnanbHbIX CUrHamnoB.

Bblgepxka — UHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3JEWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBETOYYBCTBUTENbHOW MaTpuubl Ans cOobLieHus emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN NGO NPOrpaMMHbIN MOgYSb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarllnxca B none 3peHnda Kamepbl 00BEKTOB.

HeTtekTop cabotaxa — 3TO NPOrpaMMHbIN MOAYSb, KOTOPbLIA No3BonsieT obHapyxuBaTb
Takue cUTyauuu, Kak: pacqoKyCUpPOBKa, NEPEKPbITUE UMW 3acBeYMBaHUe M300OpakeHnsi, OTBOPOT
Kamepbl, 4YacTuyHaa noteps curHana. MNpuHUMN OEeNcTBUMA OCHOBaH Ha aHanu3e B pexume
peanbHOro BPEeMEeHW W3MEHEHUs KOHTpacTa nokarnbHbiX obnacTel KagpoB M3 BWOEOMNOTOKA,
nony4aemoro ¢ Tenekamepbl-geTektopa. [leTektop caboTaxa aBToMaTUYeCKuU BbliOMpaeT obnactu
KagpoB, MO KOTOPbIM HEOGXOAUMMO OLIEHMBaTb M3MEHEHME KOHTPacCTHOCTM BO BPEMEHMU M, ecnu
N3MEHEHNe KOHTPacCTHOCTM B 3TUX OOMacTAX MNpPeBbILAET HEKOTOPbIi OTHOCUTENbHbIN MOpPOTr,

NPUHNMaET peLleHne O noTepe «norfie3Horo» BnaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOPOE perynmpyeT KONMYeCTBO CBETA, MONaAatoLLero Ha matpuuy. MameHeHne pasmepa
AvadparMbl MO3BONSAET KOHTPONMPOBaTb UENbIA Psif NokasaTenew, BaXKHbIX AN MNONyYeHus

Ka4yeCTBEHHOIO M300paXkeHusl.

HdomeHHOe uMA — 3TO onpepeneHHas GykBeHHasi nocrefoBaTerlbHOCTb, 0603HavatoLasn
UMs carita Unu Ucnosb3yemasi B UMeHax 3N1EKTPOHHbIX NOYTOBbIX SLMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXXHOCTb agpecauuy MHTEPHET-Y3OB U pacrofioOXeHHbIX Ha HUX ceTeBbiXx pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHON MOYThLI, APYrMx cryx6) B yaobHoM Ansa yenoseka dopme.

MK-noacseTka (MK-npoxekTtop) — ycTponcTBo, obecneuymBatollee NoacBeTKy obbekTa

HabnoAeHUs C M3nyyYyeHnem B MHppakpacHOM fnarnasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinocyTOYHO

B pa3HbIX yCIoBUAX OCBELLEHHOCTU. B ycnoBuax FIpKOI;I OoCcBeLleHHOCTH I/1306pa)KeHIAe uBeTHoe. B
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TEMHOE BpeMdA CYTOK, Korga FIpKI/IVI cBeT nponagaet, M Ha4MHaAKTCA CYMEpPKWU, M306pa>|<eHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbilaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cucremax cBsi3au kogek — 3710 0bbl4HO kogep/aekoaep. Kogekn ncnonbsyotes B
WHTErpMpoBaHHbIX LENaX WM MuKpocxemax Anst npeobpas3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanorosbii ¢opmat. B kogeke opgHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHanNoroBoro curHana B ULMgpoBomr 1 LMgpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMMpeccun/gekoMnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropuTM NN KOMMbIOTEPHYIO NPOrpaMmy AN YMeHblleHus obbema

¢hannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMSI fgaTtdvka, koTopasi B

NnacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

OOBbEeKTUB — 3TO 4acTb OMNTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHolweHne curHan/lwym — YUCIEHHO OrnpeaenseT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Mamepsietca B geumnbenax (ab). Yem Gonblue 3HauyeHMe OTHOLWIEHMSA CurHan/wym ans

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXXEeHUI nMeeT |/|306pa>|<eH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKOLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMKcerd CoCTaBdeT KpOLUEeYHY0 obnacTtb I/I306pa)KeHI/IFI.

Mpokcu-cepeep (Proxy - npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBIX CETHAX, MO3BOMALWIAsA KIMEHTAM BbINOMHATL KOCBEHHbIE 3amnpocbl K Apyrum
ceTteBbIM crnyxbam. CHavana KNMeHT NOAKIYaeTCs K NPOKCU-CepBEPY M 3anpalumBaeT Kakon-nnbo
pecypc, pacrnofiokeHHbI Ha Apyrom cepsepe. 3aTteM NpoKcu-cepBep NMOO MOoAKn4YaeTcs K
yKka3aHHOMY CepBepy 1 nony4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc 13 cObCTBEHHOrO KaLla.
lMpokcn-cepBep NO3BONSAET 3alMLATb KIMUEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTtak U

nomMoraeT coxXxpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTokon - cTaHdapT, onpedensowuin nosedeHne QYHKUMOHANbHLIX 6GrokoB npu
nepenave AaHHbIX. DopManun3oBaHHbIe NpaBuia, onpeaenstolme nocrnegoBaTensHOCTb U hopmat
COODOLLIEHNIA, KOTOPbIMM OBMEHMBAIOTCA CETEBbIE KOMMOHEHThI, NeXallne Ha OQHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspewieHne n3obpaxeHUsa — 37O KONMYECTBO MUKCENEn (TOYEeK) Ha eanHuLy nnowagm
n3obpaxeHus. MiamepsieTca B Meranukcensix unm otobpaxaetcsa B BUAe ABYX BENMNYMH — BbICOTbI U

LLNPUHbI I/1306pa)KeHI/IFI. BbicoTta u LLMPpMHa Takke B JaHHOM Crny4ae U3aMepdarTCA B NUKCENAX.
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PyuyHas guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYEeCKon anadparmbl, T.e. HACTPOnNKa

D,I/Iad)paFMbl KamMmepbl OO0J1’KHA BbIMOJTHATLCA BPYYHYHO AONA PEeryrimpoBkM Kormn4vectBa CBeTa,

OoCTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6bLEKTUBaA — 3TO XapakTepucTuka, nokasbiBatoLLlasi, kakoe KONM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AUMaMeTP OTKPbITOM
Avadparmbl (MNn1, COOTBETCTBEHHO, YeM MeHbLLe F-uncno), Tem GorbLuee KONMYecTBO CBETA MOXET

nonacTb CKBO3b OOBHEKTUB Ha CbOKaJ'IbHy}O NMOCKOCTb, M TEM BbllLiE CBETOCUIIA OObEKTUBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WM KaHam CBSA3NM MOXeT

ncnosmnb3oBaTbCA AnA nepeagayvun MHd)OpMaLlVIM TOJ1IbKO B OHOM HanpaBJieHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpenbl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MONyYeHus LBETHOro n3obpakeHus
BO3Me KaXKAoW A4Yerkn mMaTpuubl opMUpYOTCSA LBETHble hunbTpbl. MNepBbin UAbTP NPUBHOCUT
KpaCHY0 COCTaBIsIOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUIA CUHIOW. Takum obpasom, Tpy S4enkm
CTaHOBATCS 0fHOM To4kon B LiBeToBOM dhopmaTte RGB. CnegoBaTenbHO, BMECTO TpeX NUKCeNen Ha

pe3ynbTupyrowem M306pa>|<eH|/|v| Mbl nNosfy4aemM TOJIbKO O4UH.

AnekTtpomexaHnvecknn WK-bunbTp — npencraBnset cobon YCTPOMCTBO, KOTOpOe
CNoCcoBHO B OAHOM peXnMe NoaaBnsaTb MHPaKpaACHbIN OMana3oH Npy NoMoLLm nHgpakpacHoro VK-
dunbTpa, a B gpyrom pexume UK-punbtp ybupaetca snekTpoMexaHU4eckn, Takum obpasom,

aenasa AOCTYNHbIM BECb CNEKTP CBETOU3NTYYEHNA.
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